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Same input key sequence:!
!

1.  Left!
2.  Up 5 times!
3.  Left!
4.  Down!
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Under the UK Health & Safety At Work Act 
(1974) and under similar legislation in 

other countries, devices should be 
designed to reduce risk to be 

As Low As Reasonably Practical, ALARP.
!
!
!



UI principles!
•  No button presses with no effects!

•  Understandable error messages!

•  Reduce chances of (big) mistakes!

•  Etc !



Cursor wraparound!
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•  Coming from UI experts, psychologists, etc!

•  Implemented by software developers!
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  Gherkin!

!



Gherkin Feature!



Automated Testing!

•  How can we use Gherkin to execute tests?!



Gherkin output!



StepDefinitions.java!



Automated Testing!
•  How can we use Gherkin to execute tests?!

Execute the scenarios, invoking the steps!



Logs from Running the 
Gherkin Feature!



Runtime Monitoring!



Runtime Monitoring!

•  Can we use the tests to automatically generate 
monitors?!
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Precondition!
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Assertions!
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Event!
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Event!

Things to note!

Precondition!
+ Setup!

Assertions!

!
Not straight forward:!

!
Going from action to condition!!

!
!
!
!
!
!
!
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One approach!

!
How does this interact with other methods?!

Eg: Are there other methods which change th
e cursor position?  !

Does it affect other parts of the system state?!
!

!
Static analysis to identify such methods and 

reset the flag if detected!
!



Left() method implementation!



Aspect Oriented Programming 
Implementation!



Discussion!

•  Resulting monitors can be too specific!

•  Can generalise using tester input but we want to 
automate!



Options to consider!

•  Observing tests and extract invariants!

•  Automatically deduce pre-post conditions:!
!
cursor == 0 !
Left!
cursor == 0!
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•  Observing tests and extract invariants!

•  Automatically deduce pre-post conditions:!
!
cursor == 0 !
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!
How much can/should you generalise 

from observing a few tests?!
!



Filtering!

•  Filtering generated invariants !

vs!

•  Filtering resulting monitor alerts!

!
•  Attempting to model check the!

invariant to check if it is true!
•  Attempting to choose variables to 

consider for invariant extraction!
!



Filtering!

•  Filtering generated invariants !

vs!

•  Filtering resulting monitor alerts!

!
•  Showing the monitor results in priority 

order!
•  Asking user for feedback!

!



Conclusions!

•  Numerous challenges when going from tests to 
monitors!

•  Right mix of techniques to obtain all available 
information: Static analysis, dynamic analysis on 
test + system description, test + system execution. !

•  Right mix of user input and automation!


