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Under the UK Health & Safety At Work Act
(1974) and under similar legislation in
other countries, devices should be
designed to reduce risk to be
As Low As Reasonably Practical, ALARP.



Ul principles
No button presses with no etfects
Understandable error messages

Reduce chances of (big) mistakes

Etc



Cursor wraparound
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The specification

« Coming from Ul experts, psychologists, etc

o Implemented by software developers
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o Implemented by software developers
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Gherkin Feature

- Feature: no digit or cursor wraparound but with error alerts

Scenario: Going beyond left boundary
Given cursor on leftmost position
When left is pressed
Then cursor position stays the same
And displayed number stays the same
And user 1is alerted



Automated lesting

e How can we use Gherkin to execute tests?



Gherkin output

[@Given("Acursor on leftmost position$")

public void cursor_on_leftmost _position() throws Throwable {
// Express the Regexp above with the code you wish you had
throw new PendingException();

}

@when("~left is pressed$")
public void left is pressed() throws Throwable {
// Express the Regexp above with the code you wish you had
throw new PendingException();

¥

@Then(""cursor position stays the same$")

public veid cursor_position_stays the same() throws Throwable {
// Express the Regexp above with the code you wish you had
throw new PendingException();

}

h@Then("Adisplayed number stays the same$")

public veoid displayed number stays the same() throws Throwable {
// Express the Regexp above with the code you wish you had
throw new PendingException();

¥

h@Then("Auser is alerted$")
public void user_is alerted() throws Throwable {
// Express the Regexp above with the code you wish you had
throw new PendingException();




StepDefinitions.java

3 public class StepDefinitions {

4
ig private fiveKey system = new fiveKey();
14 int cursorPos;

15 String displayedNumber;

16

17= @Given("~cursor on leftmost position$")

15 public void cursor _on_leftmost position() throws Throwable {
19 system.setCursor(@);|

20 }

21

22- @when("~left is pressed$")

23 public void left is pressed() throws Throwable {

24 this.cursorPos = system.getCursorPos();

25 this.displayedNumber = system.getDisplay();
<2 system.left();

27

28

29 @Then("~cursor position stays the same$")

39 public void cursor position stays the same() throws Throwable {

31 Assert.assertTrue(this.cursorPos == system.getCursorPos());

32 }

34 @Then("~displayed number stays the same$")

35 public void displayed number stays the same() throws Throwable {

36 Assert.assertTrue(this.displayedNumber == system.getDisplay());

-

37 }

39 @Then("*user is alerted$")

42 public void user is _alerted() throws Throwable {
41 Assert.assertTrue(system.isUserAlerted());
42 }

43



Automated lesting

e How can we use Gherkin to execute tests?

-Xecute the scenarios, invoking the steps



|_.ogs from Running the
Gherkin Feature

Feature: no digit or cursor wraparound but with error alerts

Scenario: Going beyond left boundary # C:/Users/User/Documents/NewEclipse Workspace/Cucumb
Given cursor on leftmost position # StepDefinitions.cursor_on_leftmost position()
When left is pressed # StepDefinitions.left_is pressed()
Then cursor position stays the same # StepDefinitions.cursor_position_stays the_same()
And displayed number stays the same # StepDefinitions.displayed number_stays the same()
And user is alerted # StepDefinitions.user_is alerted()

1 Scenarios (1 passed)
5 Steps (5 passed)
@me.1383s



Runtime Monitoring



Runtime Monitoring

« Can we use the tests to automatically generate
monitors?
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Gherkin Feature

- Feature: no digit or cursor wraparound but with error alerts

Scenario:

Given cursor on leftmost position Precondition ]

When left i1s pressed
Then cursor position stays the same
And displayed number stays the same
And user 1is alerted




Gherkin Feature

l
n

eature: no digit or cursor wraparound but with error alerts

r" : ol- eVvonac = NYOUNAeZS

Given cursor on leftmost position
When left is pressed

en curscor position stays the same
And displayed number stays the same
And user 1is alerted

Precondition

Event
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Gherkin Feature

1= Feature: no digit or cursor wraparocund but with error alerts
3

3 nario: ninge bevond = houndas ) \

4 Precondition

: Fvont

6 en cursor position stays the same

And displayed number stays the same
And user 1is alerted

Assertion ]

0 00~



int around (fiveKey system): execut

{

Aspect Oriented Programming
Implementation

if (system.getCursorPos() ==

0){

on(* *.,left(..)) &6

Event ]

(system.isUserAlerted()) && (sys

currentDisplay = system.getDisplay();
cursorPos = 0;
checkCursorLeft = true;
}
int ret = proceed(system);
if (checkCursorLeft)
{
if ((system.getCursorPos() == cursorPos) &&
System.out.println("Monitor says: OK");
else
System.out.println("Monitor says: OOPS!");
}

return ret;
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Aspect Oriented Programming
Implementation

|

int around (fiyzeKe am) : exe

{
Crucial to match the precondition

currentDisplay = sysil

cursorPos = 0; with the corresponding assertion

checkCursorLeft = true;

}

int ret = proceed(system); Assertions ]

if (checkCursorLeft)
{
if ((system.getCursorPos() == cursorPos) && (system.isUserAlerted()) && (sys
System.out.println("Monitor says: OK");
else

System.out.println("Monitor says: OOPS!");
}

return ret;




Things to note

int around (fiveKey system): execut

{

Easy to extract
if (system.getCursorPos() == 0){

currentbisplay = system.getbisplay(); Precondl
cursorPos = 0;

checkCursorLeft = true;

}

int ret = proceed(system); Assertions ]

if (checkCursorLeft)
{
if ((system.getCursorPos() == cursorPos) && (system.isUserAlerted()) && (sys
System.out.println("Monitor says: OK");
else

System.out.println("Monitor says: OOPS!");
}

return ret;



Things to ng

Not straight forward:
int around (fiveKey system): execut

{ Going from action to condition
if (system.getCursorPos() == 0){

currentDisplay = system.getDisp

cursorPos = 0; 17- @Given("~cursor on leftmost position$")

15 public void cursor_on_leftmost position(

19 system.setCursor(O)3|

checkCursorLeft = true; 26 )

}

int ret = proceed(system);

if (checkCursorLeft)
{
if ((system.getCursorPos() == cursorPos) &&
System.out.println("Monitor says: OK");
else

System.out.println("Monitor says: OOPS!");
}

return ret;




One approach

12 boolean noCursorWrapAroundPreCondition = false;

13

14 after(int pos): (execution(* *.setCursor(..)) && args(pos)){
15 if (pos == 0)

16 noCursorWrapAroundPreCondition
17 else

18 noCursorWrapAroundPreCondition
19 }

20

true;

false;



One approach

12 boolean noCursorWrapAroundPreCondition = false;
13
# 14~ after(int pos): (execution(* *.setCursor(..)) && args(pos))({

15 if (pos ==
16 noCursorWrapAroundPreCondition = true;

17 else
18 noCursorWrapAroundPreCondition = false;
19 }
20
# 27 int around (fiveKey system): execution(* *.left(..)) && target(system)
28 {
30 currentDisplay = system.getDisplay();
31 cursorPos = 0;
32 }
33
34 int ret = proceed(system);
35
37
38 if ((system.getCursorPos() == cursorPos) && (system.isUserAlerted()) &&
39 System.out.println("Monitor says: OK");
40 else
41 System.out.println("Monitor says: OOPS!");

42 }
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One approach

12 boolean noCursorWrapAroundPreCondition = false;

13
# 14~ after(int pos): (execution(* *.setCursor(..)) && args(pos)){
15 if (pos ==
6 [ nocursorvraparoundereCond g rue;
17 else
18 noCursorWrapAroundPreCong
19 }
20

# 27- 1int around (fiveKey syg

28 How does this interact with other methods?

29 Eg: Are there other methods which change th
- current iop e cursor position?
cursorPos = ( :
32 ) Does it affect other parts of the system state”
33
34 int ret = proceed(system);
35
36
37
38 if ((system.getCursorPos() == cursorPos) && (system.isUserAlerted()) &&
39 System.out.println("Monitor says: OK");
40 else
41 System.out.println("Monitor says: OOPS!");

42 }
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One approach

12 boolean noCursorWrapAroundPreCondition = false;

13
# 14~ after(int pos): (execution(* *.setCursor(..)) && args(pos)){
15 if (pos ==
6 [ nocursorvraparoundereCond g rue;
17 else
18 noCursorWrapAroundPreCong 2
19 }
20

# 27- 1int around (fiveKey syg
28 {

29 Static analysis to identity such methods and
oC currentD1SE reset the flag if detected

31 cursorPos = U

32 }

33

34 int ret = proceed(system);

35

36

37

38 if ((system.getCursorPos() == cursorPos) && (system.isUserAlerted()) &&
39 System.out.println("Monitor says: OK");

40 else

41 System.out.println("Monitor says: OOPS!");

42 }
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|_eft() method implementation

85= public void left()

86 1

87 it (cursorPeos > @)
i

69 cursorPos --;

-l }

91 else{

92 isAlerted = true;

Q }

'

'



Aspect Oriented Programming
Implementation

after(): (execution(* *.*(..)) && !cflow(adviceexecution())){

resetFlags();
b
public void resetFlags()
i

System.out.println("reseting flags");
checkCursorlLeft = false;
checkCursorRight = false;

h



DISCcuUSsSsIon

e Resulting monitors can be too specitic

« (Can generalise using tester input but we want to
automate



Options to consider

o Observing tests and extract invariants
o Automatically deduce pre-post conditions:
cursor == 0

| eft
cursor == (0



Options to consider

« Observing tests and extract invariants
o Automatically deduce pre-post conditions:

cursor == 0
| eft

cursor == 0 from observing a few tests?

How much can/should you generalise




~lltering

« Filtering generated inva

» Attempting to model check the
VS iInvariant to check if it is true
» Attempting to choose variables to

. . . consider for invariant extraction
e Filtering resulting mcC



~lltering

e Filtering generated invariants
VS

 Filtering resulting monitor alerts

« Showing the monitor results in priority

order
* Asking user for feedback




Conclusions

« Numerous challenges when going from tests to
monitors

e Right mix of techniques to obtain all available
information: Static analysis, dynamic analysis on
test + system description, test + system execution.

« Right mix of user input and automation



