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Managing Cybersecurity of Software Monitors

Project brief
Aims & objectives

While software monitors can help assure that sensitive software systems are safe,
one still needs to prepare for different scenarios of compromise, including those
where the system and its security monitors are incrementally taken over by attackers:

1. The monitor is run in a container, as separate as possible from the rest of the system.
2. Monitoring logs are stored as a tamper-evident file where data authenticity is verifiable.
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2. Tamper-Evident Log Data

Ensuring evidence collected is authentic

A. Log writing phase B. Log verification phase

We store the monitoring system output
within a tamper-evident file system on a

forensic node (Phase A). If all else fails and
the attacker modifies the data, our file
system is still able to distinguish between
authentic and tampered monitor output.
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How is this even possible?

The trick is to use cryptography: A secret key is
generated and intertwined with the monitor output.
This gives us the ability to audit the monitoring data
for authenticity at a later stage (Phase B).
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