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Abstract. As regulatory requirements for software systems in the European Union continue to evolve,
there is growing pressure to embed mechanisms into deployed systems that ensure both operational
trustworthiness and legal accountability. Frameworks such as the AI Act and the Cyber Resilience Act
introduce obligations related to cybersecurity, incident response, transparency, and auditability, par-
ticularly for high-risk and autonomous systems. These demands go beyond traditional verification and
increasingly call for runtime components capable of monitoring behaviour, detecting non-compliance,
and preserving forensic evidence.

In this work, we present FLARE, a runtime verification tool that combines automated monitoring with
tamper-evident logging to support regulatory compliance. Building on existing runtime verification
techniques, FLARE enables the construction of both a system harness that monitors live interactions
with the environment and flags policy violations; and a forensic node, capable of recording verifiable
logs. We demonstrate the application of FLARE on a waste-identification and localisation drone, a
cyber-physical system subject to multiple legal and safety constraints. Our case study shows how
FLARE can support legal and operational requirements while introducing minimal overhead, providing
a practical path towards compliance-aware software instrumentation.

Keywords: runtime verification - regulatory compliance - forensic node.

1 Introduction

The regulatory demands for the transparency, security and auditability of digital systems — particularly
those deployed in safety- or mission-critical domains — are becoming increasingly more stringent. Within
the European Union, the AT Act and the Cyber Resilience Act (CRA) (amongst other technology regulation)
highlight the growing expectation that deployed systems should not only behave correctly but should also
be built to support investigation and accountability in the event of a failure or breach.

As part of this shift, we are seeing regulatory bodies starting to provide requirements for the technical
architecture of trustworthy digital systems. One of the early adopters of such an approach is the Malta Digital
Innovation Authority (MDIA) and the Technology Assurance and Recognition Framework (TARF') [23] with
associated proposed guidelines for assessing Al systems [24]. For Al systems registered under the TARF,
the proposed guidelines require two core architectural components that systems are required to include:
(i) a system harness; and (ii) a forensic node. The system harness wraps around the main application
logic to enable real-time monitoring of system-environment interactions, helping detect policy violations or
anomalies during operation. The forensic node, on the other hand, serves as a tamper-evident event logger,
storing runtime data securely to support audits or legal compliance checks after the fact. Together, these
components form the backbone of systems that are not only functionally sound, but verifiably accountable.

In this paper we explore how runtime verification (RV) — a formal method typically used for checking
temporal properties during system execution — can be adapted to support compliance with these regulatory
requirements. RV has traditionally focused on monitoring and potentially intervening with the system-under-
scrutiny in a manner that aligns closely with the system harness component requirements. By incorporating
tamper-evident storage in its execution, RV can also provide a strategically-placed forensic node component.

In this paper, we introduce FLARE, a runtime verification tool that couples Larva (a Java-based RV
tool) with SealF'S, a file system offering tamper-evident logging. The result is a tool that not only checks
compliance with runtime properties but also produces tamper-evident audit trails, allowing it to fulfil the
roles of both a system harness and a forensic node.
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To validate this approach, we apply FLARE to a waste-identification and localisation drone — a cyber-
physical system that operates under a mix of safety, environmental, and data protection constraints. We
demonstrate how FLARE can monitor and record key behaviours relevant to regulatory compliance, including
geofencing, speed and altitude constraints, signal strength, and privacy concerns, using a risk-based approach
to selective event logging.

The remainder of this paper is structured as follows: Section 2 gives an overview of the regulatory
landscape, and Section 3 discusses the combination of the underlying technologies — Larva for runtime
monitoring and SealFS for tamper-evident logging. Section 4 describes a waste detection and localisation
project, detailing how the system harness and forensic node requirements were realised for this case study.
Next, we present our empirical evaluation, including performance and overhead measurements in Section 5.
Finally, we discuss related work and limitations in Section 6 and conclude in Section 7.

2 The Regulatory Landscape

The need for the regulation of digital technologies has been increasingly recognised in the past years. Before
then, high-risk domains had their own domain-specific legislation to address risk of failure. For instance,
in the case of medical devices, regulation going back to the 1990s was applicable to software components
of such devices, which was then made more explicit and stringent in the 2010s e.g. the European Union’s
Medical Devices Regulation'. Regulation of software used in aviation can be traced back to the 1980s,? and
was strengthened over time. In contrast, we are now starting to see legislation addressing digital solutions
in general or for more specific technologies. At an EU level, one finds, for instance, the EU Cybersecurity
Act [16], the NIS2 Directive [17], the EU AI Act [18], and more recently, the EU Cyber Resilience Act [19]. One
can also find such regulation appearing at a national level, such as the Innovative Technology Arrangement
Act set up in Malta [21,14], covering blockchain and distributed ledger technologies but later widened to
cover the whole class of critical systems.

The definition of Al in the EU AI Act is rather wide: “machine-based system designed to operate with vary-
ing levels of autonomy and that may exhibit adaptiveness after deployment and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommen-
dations, or decisions that can influence physical or virtual environments” [18]3 The aim of the regulation is
that AI systems are safe and respect fundamental rights whilst promoting trustworthy innovation, and takes
a risk-based approach to regulatory requirements: (i) prohibited artificial intelligence practices as identified
in the Act include: systems using subliminal techniques, ones which distort the behaviour of persons on the
basis of their age, disability or a specific social or economic situation, use of biometric data to categorise
individuals, inferring personal information such as race, political opinions, etc., some uses of real-time remote
biometric identification systems in publicly accessible spaces, and Al systems to infer emotions of a natural
person in workplace areas; (ii) high-risk AI systems and their operators regulated under specific stringent
requirements and obligations include: AI in critical infrastructure, education, essential private and public
services, law enforcement; and (iii) certain AI systems such as chatbots and content-generation systems being
subject to rules covering transparency, market placement, monitoring, surveillance and enforcement.

Various data-centric obligations arise from this new suite of regulations, including ones which address
functional correctness and ones which address legal compliance. Given the importance of technical auditing
and to enable replayability and availability of evidence in case of failures, the AI Act specifically requires log-
ging capabilities for high-risk systems which are “designed to ensure a level of traceability of the Al system’s
operation that is appropriate to the intended purpose of the system, the level of risk and the obligations laid
down in this Regulation” (see Article 19: Automatically Generated Logs* and Article 12: Record-Keeping?®).
Similar constraints arise in the Cyber Resilience Act (CRA): Annex I, Section 1(3d)%, requires that, “where ap-

! Regulation (EU) 2017/745.

2 For instance, ED-12 (EUROCAE) was a de facto standard for certifying airborne software required at a national
level by a number of countries in Europe in the 1980s.

3 In 2025, the European Commission has published more extensive guidelines on the definition of AI systems spanning
over 13 pages [20].

* https://artificialintelligenceact.eu/article/19/

5 https://artificialintelligenceact.eu/article/12/

6 https://www.european-cyber-resilience-act.com/Cyber Resilience  Act Annex 1.html
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plicable, products with digital elements shall protect the integrity of stored, transmitted or otherwise processed
data, personal or other, commands, programs and configuration against any manipulation or modification
not authorised by the user, as well as report on corruptions”.

The control objectives to be used in conformity assessments for the EU AI Act are still under development.
Thus, we will be referring to the Al regulatory guidelines set up in Malta in 2019 [24], where specific control
objectives were proposed [26], allowing us to concretely explore the use of runtime verification and other
formal methods in a regulatory context.

It is worth adding that the AI Act also entails the setting up of Al regulatory sandboxes to allow for
“the development of tools and infrastructure for testing, benchmarking, assessing and explaining dimensions
of Al systems relevant for requlatory learning, such as accuracy, robustness and cybersecurity as well as
measures to mitigate risks to fundamental rights, environment and the society at large” [18]. Such a technical
assurance sandbox was set up in Malta in 2020 [28], which also allows us to consider the impact of the use
of our approach within that context.

The approach adopted in the regulatory guidelines developed in Malta is closely aligned with that of the
EU AI Act, focusing on the trustworthiness of Al solutions through regulatory processes and obligations,
as well as technical audits or assessments against control objectives. These cover a variety of aspects of the
system under review, ranging from the processes in place (e.g. auditing of design and development processes)
and technical assessment (e.g. functional correctness and measures mitigating data and bias risks including
ones potentially arising post deployment), to appropriate support measures (e.g. appropriate measures in
place to address risks such as cybersecurity and the handling of personal data, and compliance engines).

Of particular interest to this paper are control objectives covering components intended to support
monitoring of the live system, including the system harness and the forensic node”:

System harness: The guidelines make it a requirement that an Al system should include an ITA Har-
ness® |25]. The harness must surround the underlying system (see Fig. 1), providing a safety net (i)
enabling the monitoring environmental interaction to ensure compliance with the documented expected
behaviour; (ii) enabling identification of anomalies it detects e.g. out-of-bounds inputs and outputs. Note
that the harness encompasses not only the core system (the dotted box and the bottom box), but also
the data collection and processing engines (the top two boxes), as well as the training process (if appli-
cable). This enables its use, not only to enable assessment of the system, but also to collect information
and detect anomalies elsewhere e.g. detecting potential bias during the data collection phase. It is worth
adding that the control objectives require the technical auditors to review that the implementation of
the harness is as specified in the regulatory guidelines i.e. collects all relevant information and events
faithfully.

Forensic node: The Forensic Node is intended to be a data repository to store all relevant events and
information during the runtime of the AI-ITA in real-time, and in a secure tamper-proof manner. In
conjunction with the system harness, this allows for offline assessment of the system’s control effective-
ness during audits and would support legal compliance investigations. Although the official guidelines
architectural diagram (Fig. 1) does not show the forensic node, it is mentioned that it would typically
feed off the system harness or be an integral part of it.

3 Runtime Verification and Trustable Logs

In the context of safety- and mission-critical software, runtime verification (RV) [10] has emerged as a com-
promise between full-state but non-scalable formal verification, and practical but non-exhaustive testing. It
bridges the gap between formal requirements and the concrete implementation by automatically synthesising
runtime monitor specifications into executable code.

As its history spanning two decades has shown?, runtime verification has proved itself useful in securing
a variety of software systems which could be classified as ITAs ranging from self-driving cars [38], IoT [37],

7 A more thorough overview of the approach adopted by Malta can be found in [15].

8 Innovative Technology Arrangement (ITA) term broadly refers to digital systems encompassed by the legislation,
including Al systems deployed in critical areas.

9 https://runtime-verification.github.io/events — international event series held annually since 2001.
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Fig.1: ITA Harness around an Al system (taken from [25]).

robotics [35], smart contracts [2], and not least Al systems [6]. Inspired by these works, we turn to RV in
the context of new regulatory challenges and adapt an existing tool for the job.

3.1 Larva

In this paper, we build on Larva [12, 8], a runtime verification tool which natively supports the monitoring of
Java code through AspectJ'® instrumentation. This is achieved by weaving additional monitoring code into
the application at compile/load time, enabling the interception of method calls and other relevant events
without modifying the source code directly. Behavioural correctness properties are specified using Larva
scripts that capture a textual representation of DATE automata [11]. These symbolic automata communicate
via channels, support timers, and may include verification-state variables. Listing 1.1 shows an example of
a drone safety property, specifying that after 5 seconds or more of significant acceleration, the camera must
never face away from the direction of acceleration (depicted in Fig. 2).

Line 2 declares any necessary variables, in this case consisting of a single timer object. Lines 3-9 identify
the traced method calls that trigger state transitions and initialise timer objects. Lines 11-19 define the states
of the automaton, identifying the starting, normal and bad ones. Lines 20-36 specify the state transitions,
with each transition also qualified by an event, a guard condition, and the action performed (within [] and
separated by \\). Intuitively, the automaton starts in state LowAcc and moves to Acc upon a high acceleration

10 https://www.eclipse.org/aspectj/
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1 GLOBAL {

2 VARIABLES { Clock c; }

s EVENTS {

4 HA() = {...} %% High Acceleration
5 LA = {...} %% Low Acceleration
6 LO ={...} %% Looking

7 LAW() = {...} %% Looking Away

8 Clock() = {c@5}

o}

10 PROPERTY cameraProperty {
11 STATES {

12 BAD { Acc5sLW }

13 %% Low Acc and Looking Away

14 NORMAL {

15 Acc %% Accelerating

16 Acc5s %% Accelerating for >5s L\!look\look=true L\!look\look=true
17 } v

18 STARTING { LowAcc } %% Low Acceleration __MAWc.resetQ

19 } LowAcc ™ [a\c.offO Acc

20 TRANSITIONS { y \’Oop

21 LowAcc —> Acc [HA\\c1.reset();] 5>

22 LowAcc -> LowAcc [L\!look\look=true;] LA\look\look=false LA\look\look=false
23 LowAcc -> LowAcc [LAw\look\look=false;] Clock\ ! Took\
24 LA\\ L

25 Acc -> LowAcc [LA\\c1.off();] LAw\\look=false

26 Acc -> Acc5s [Clock\look\] Accds - > Aceast
a7 Acc -> Acc5sLW [Clock\!look\] L\\look=true

28 Acc -> Acc [L\!look\look=true;]

2: Acc => Acc [LAw\look\look=false; ] Fig. 2: Visual representation of the property.
31 Acc5s -> LowAcc [LA\\]

32 Acch5s -> Acc5sLW [LAw\\look=false;]

33

34 Acc5sLW -> Acc5s [L\\look=true;]

35 Acc5sLW -> LowAcc [LA\\]

36 }

37 }

38 }

Listing 1.1: Larva script for: After 5 seconds
or more of significant acceleration, the camera
must never face away from the direction of
acceleration.

event. The clock is reset so that it stores the length of time in which the drone has been accelerating. If 5
seconds elapse, the clock triggers the transition to the Acc5s state if its field of vision is aligned with the
moving direction, or bad state Acc5sLW if otherwise.

Since DATEs allow unrestricted Java code as transition guards and actions, their expressivity is equivalent
to that of Java. If used appropriately, DATE specifications should support modular design complementing
the main system implementation, potentially sharing underlying modules. As such, DATEs can also express
complex properties requiring statistical reasoning or learning-based anomaly detection.

Importantly, the choice of the events, which trigger automata transitions, should reflect points in the
system execution where monitoring checks should be carried out. Selecting the right points of entry for the
monitor is crucial to access the relevant data context for the property at hand, as well as to detect any
violations as early as possible. Through AspectJ, compiled monitoring code is automatically injected into
the system code, avoiding manual modification of the underlying system.
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3.2 Tamper-Evident Logging

Runtime verification is tightly coupled with logging because it frequently operates directly on system logs [3]
and the output it generates could also constitute important log material [22]. In this sense, RV can serve as
a gatekeeper of the forensic node, acting as an event collector, filter, processor, and enhancer. This natural
fit is the motivation for considering the integration of RV with tamper-evident logging.

At the core of tamper-evident logging lies the principle of forward integrity [4], which ensures that
once a log entry is committed, it cannot be modified or deleted without detection —even if future keys
or the system itself are compromised at any privilege level. This is typically achieved through a variety of
cryptographic primitives such as hash chains [33]. Importantly, such systems must strike a balance between
computational cost, hardware dependencies, and compatibility with existing infrastructure—particularly in
resource-constrained and/or online environments.

SealF'S [36,29] is a stackable Linux file system, authenticating data as it is written to log files using a
one-time-use keystream. By supporting append-only operations, SealF'S ensures that once data is written,
it cannot be altered without detection. A copy of the keystream is stored securely on an external system
that is disconnected after setup. This is then used to verify the integrity of the logs when required, e.g. for
forensic analysis purposes.

3.3 Runtime Verification with Tamper-Evident Logging

Building on the existing RV tool Larva, we have modified its open source compiler to have it automatically
generate monitors whose output is committed to a tamper-evident file. We call this FLARE since it provides
Forensic Logs for Auditing Runtime Events.

The tool’s architecture, depicted in Fig. 3, closely follows that of Larva with the additional machinery
to provide out-of-the-box tamper-evident logging. The process of using the tool is split into two stages:
compilation and runtime execution, corresponding to the upper and lower parts of Fig. 3 respectively.!!
Note that in the diagram, black arrows represent the creation or passing of a file or process. Yellow arrows
represent data being consumed and generated at runtime, and purple arrows represent procedures relevant
to SealF'S.

application

SealFS Ke
properties y

compilation phase

runtime phase

)

hooked mount log fil
0.0 e N event data Lar.va log _Og 1-e
application monitor unmount in SealFS

Fig.3: FLARE combines Larva with SealF'S.

Stage 1: Compilation. Starting off with the application to be monitored and the monitoring script (prop-
erties), the user uses the FLARE compiler to generate: (i) the hooked application, i.e., the application plus
Aspect] files, which extracts events from the application, (ii) the monitor itself with abilities to setup
tamper-evident logging via SealF'S, and (iii) the cryptographic key used by SealF'S to ensure tamper
resistance. This is later also used to verify the logs.

' The tool and the script with the properties can be accessed from https://github.com/SeanFenech /FLARE.
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Stage 2: Runtime Execution. Executing the FLARE-generated code, two things happen: (i) Upon ini-
tialisation, the monitor starts by mounting SealFS*2. (ii) The hooked application automatically starts
sending events to the monitor as they occur.

As the monitor starts receiving events, it starts processing them as happens with normal monitoring.
In the background, a separate thread is launched which is responsible for writing the logs produced by
FLARE to a file under the SealF'S mount-point. This approach enables the log writing to be asynchronous
to its processing, as the latter must keep up with incoming events from the target application or otherwise
slow the application’s progress. The log-writing thread can then take priority when events are less frequent
or require less computational effort to process.

Upon application exit, the monitor unmounts SealF'S and the logs remain available for the user to access
and/or verify them whenever necessary.

3.4 Tamper-Evident Runtime Verification for Compliance

System Harness To satisfy the requirements set out in the regulatory guidelines, a system harness must
“safequard the operation of the AI-ITA by actively checking that the user actions (inputs), system reactions
(outputs), and any other behaviour is within the expected boundaries of the operation of the AI-ITA and any
exceptions trigger the appropriate failure modes”.

Larva, and by extension FLARE, can act as this harness since it provides:

Active checking As a runtime verification tool, FLARE runtime-monitors the system’s state and events,
including inputs, outputs, and its behaviour more generally. Specification of expected operational bound-
aries can be defined through formal properties. Sitting at a higher level of abstraction, such formal spec-
ifications are automatically compiled into code to minimise the possibility of bugs being introduced if
implementing the checks by hand.

Appropriate automated triggering Specific reactions can be programmed alongside the specification to
trigger system steering code in response to policy violations. This can include, but is not limited to,
triggering failure modes as mentioned in the quoted document. Importantly, such reactions need to be
timely, depending on the context.

Forensic Node To qualify as a forensic node under the regulatory framework, a component has to satisfy

three conditions!?:

Completeness “All relevant events and data are recorded faithfully in real-time.”
A strict interpretation of completeness — recording all events — is rarely feasible, especially in con-
strained or resource-sensitive environments such as drones. In such cases, a risk-based approach could
be necessary to select which event streams need to be logged and at which frequency.

Soundness Data is “stored in a tamper-proof and accurate manner”.
Tamper-evident storage is achieved through the use of SealFS, which provides strong cryptographic
guarantees that logged data has not been altered. SealFS allows for verification of the integrity of log
files — a core requirement in any forensic investigation.

Availability “Processes are in place to ensure timely access to this information.”
Logs must be accessible and verifiable in a timely fashion, for example when needed for a forensic
investigation. This aspect will be evaluated empirically later in the paper.

Having established FLARE as a valid candidate to meet regulatory requirements, the next section intro-
duces the case study, explaining the risk elements that need to be handled by the assurance components.

12 Note that root privileges are required for this operation. However, this still does not allow for the application to
tamper with logs written to SealF'S without invalidating them.
13 See page 6 of the Guidelines [27]
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4 Waste Detection and Localisation Case Study

Manual litter collection can be a costly process involving a number of steps: litter needs to be visually located
(possibly from some distance) by having personnel searching for it within an area under consideration; after
which, the litter needs to be precisely located (possibly requiring a vehicle), picked up, and sorted according
to type (paper, plastic, glass, etc).

From such a traditional perspective that assumes no use of technology, efforts in litter collection are
typically focused and optimised for urban contexts for a number of practical reasons emanating from the
fact that rural areas are typically unstructured, variable, and spread over a relatively large area: (i) visual
detection is easier when litter lies on a uniform surface, such as roads or pavements; (ii) infrastructure
typically found in an urban context limits the areas where litter might be, thus providing a smaller search
space; (iii) litter collection is harder when access to particular areas is limited, particularly for vehicles.

Novel and recent developments in Al provide an opportunity to address the challenges described above
to carry out sustainable, efficient, and large-scale litter collection in rural areas. An ongoing project, Aerial
Waste Identification and Geolocation System (AWIGS), aims to use aerial images captured from different
altitudes to automate the search and geolocation process for litter in a vast area. Referring to Fig. 4, the
drone sends telemetry data and footage to the controller which in turn displays the video feed to the human
operator. The data is further forwarded to a cloud server from where it is processed (using image processing
techniques from [32, 31]). Litter geolocation information is subsequently forwarded to human litter collectors.
Even though the process currently relies on humans to collect litter, this setup still brings along various
technical, safety, and regulatory risks and challenges.

online ; offline

- logging

- litter
. model
drone < » controller -- detection < ..
e training
-- classification
-- localisation
i drone | N S i litter
operator ol AR server collector

Fig.4: The setup of the AWIGS project without monitoring.

In [13], the authors have identified a number of risks organised under the headings data, functionality,
regulatory, and safety. Based on these risks, we have derived a number of properties to be monitored,
constituting the system harness.

Regulatory risk: UAV regulations Following Maltese drone regulations, it must be ensured that the
drone remains below the maximum height (60 meters) and that it remains within its predefined flight
area (and outside the restricted zones). Furthermore, the drone’s speed should not exceed a particular
threshold, depending on the altitude — lower threshold at lower altitudes. Similarly, the threshold is
lowered when the remote control (RC) signal is weak since this poses a greater risk as the operator may
not have sufficient control over the drone.

Safety risk To mitigate safety risks, it must be ensured that the drone remains in range from the takeoff
location, and that the signal strength remains above an acceptable threshold. The battery cell consistency
and temperature should also be monitored to detect early warning signs of wear. Wind speed is a major
factor in safe drone navigation. For this reason, this needs to be monitored, giving particular attention
to high wind speeds or sudden large changes.
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Fig.5: The setup of the AWIGS project with monitoring components and the forensic node.

Data risk To ensure correct detection and classification of litter, even before training begins, it must be
ensured that the training and evaluation datasets have sufficient variety and size. This would involve
checking the overall dataset sizes and their distribution across different categories. Required data includes
the dataset itself, the counts of objects per category, as well as the various environments (e.g., beach,
forest, etc.) where the litter is found. This applies both to initial training and eventual re-training of the
models.

Regulatory risk: Privacy concerns When the drone scans areas for litter, there is a significant proba-
bility of capturing identifiable data of individuals or vehicles within the drone’s field of view. To avoid
non-compliance to privacy regulations, such elements need to be detected and anonymised, for example
through blurring/masking people and vehicles with solid colour boxes.

4.1 Monitoring Setup

Taking the above into consideration, we proceed to propose a modified AWIGS setup which incorporates
the system harness and the forensic node. Given the time-sensitive nature of monitor feedback, the monitor
should receive the data stream with minimal delay. For this reason, as shown in Fig. 5, we split the monitor
into two parts: the monitor which handles the drone receives the feed directly from the controller, by-passing
the server, and being able to give immediate feedback to the human drone operator. On the other hand, the
monitor which handles Al components can operate on the server, dealing with more expensive, yet less time-
sensitive checks. The two monitoring components would interact with each other: in one direction, from the
mobile device to the server to log the monitor output in the forensic node. In the other direction, actionable
insights from the server-side monitor can be sent back to the controller. For example, one could suggest that
the operator takes the drone lower or revisits a particular area at a slower speed if the footage was not clear
enough for a reliable classification.

As expected, safety and regulatory risks related to UAV regulations tend to be more time sensitive.
What follows is a list of such properties that are ideally checked directly on the mobile device linked to the
controller:

— High wind speed check
— Battery monitoring in relation to charge and health status
— GPS and remote control signal strength monitoring
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— Speed check in relation to altitude and signal strength

— Position monitoring for inbound altitude, coordinates, and distance from the controller

— Ensuring that during consistent acceleration the drone’s camera axis matches that of the drone acceler-
ation direction.

FLARE code needed to monitor such properties is identical to that required by Larva as provided in the
example in Section 3.1 (corresponding to the latter property in the list above).

While we could use FLARE to actively intervene (e.g. overriding the human operator in certain excep-
tional scenarios), in the current phase of the project, the system does not yet support direct automated
feedback. Instead, the tool acts as a watchdog: upon detecting non-compliance, FLARE issues alerts to
the human operator, who remains the only agent authorised to modify system behaviour. As noted in [25],
ultimately the ‘“harness is not intended to be a replacement for human-level checks”. Rather, it provides a
safety net that detects and communicates anomalies, ensuring operational awareness and supporting legal
defensibility.

Concerning data risk and privacy concerns, such properties are typically less clearcut to monitor. For
example, the data risk can be kept under watch through proxy measures, e.g. dataset distribution throughout
ongoing training updates. Tackling privacy concerns adds another layer of uncertainty; while the harness
would be able to ensure that the algorithm used has a high accuracy score, it wouldn’t be able to check with
certainty that there are no privacy issues without using alternative models (which would themselves not be
100% theoretically accurate). These properties are not yet implemented but are planned to be added once
the project reaches the corresponding development phase.

4.2 Forensic Node Data Collection

To avoid storing excessive amounts of data on the forensic node, a risk-based approach has been adopted,
taking into consideration the properties being monitored and assessing both the likelihood and impact of
potential system failures or legal breaches. Through this exercise, we have identified the set of events necessary
to support a meaningful forensic investigation, should the need for one arise. For instance, in the context
of operator control risk, critical data includes RC connection strength, speed, and altitude. Events related
to these parameters are logged at higher frequencies, while lower-risk parameters (e.g. GPS signal strength
above thresholds) are recorded less frequently (see Table 1). The balance between extra overhead and the
quantity of data collected can vary greatly, even within different contexts of our use case. For our proof of
concept we have chosen the frequencies of 1Hz and 0.1Hz based on the feedback we received from the domain
experts. This balancing act ensures that the system remains responsive and efficient while still capturing
essential evidence for post-incident analysis.

Event Condition Frequency
(Hz)
Position update alt > 60m, in restricted area, >115m 1
away from takeoff
otherwise 0.1
Battery update Low battery health, or charge < 20% 1
otherwise 0.1
Takeoff /landing Fl
RC Signal update Low RC signal strength 1
otherwise 0.1
GPS Signal update Low GPS signal strength 1
otherwise 0.1

Table 1: Events and the frequency at which they are logged

14 F is the frequency at which flight control signals are received by the controller — in our case F = 10/s.
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The FLARE code snippet in Listing 1.2 shows events being received from the controller and their param-
eters being stored within the monitor (see lines 3-15). At second and ten-second intervals a number of data
fields are logged (see lines 17-24). Similarly, at critical events such as takeoff and landing, data is logged as
frequently as the system allows (see lines 26-27).

FLARE offers the possibility of encrypting the data stored in the logfile. However, this is optional as this
is not a requirement of the forensic node. In our case study we have not used this feature.

TRANSITIONS {
normal -> normal [dataAltitude\\
1_altitude = altitude;
1t_altitude = time;
1
normal -> normal [dataGPS\\
1_satellites = satellites;
1t_satellites = time;
1_gpsLevel = gpsLevel;
1t_gpsLevel = time;
1
normal -> normal [goodCellConsistency\\d_goodCellConsistency = true;]
normal -> normal [badCellConsistency\\d_goodCellConsistency = false;]
normal -> normal [veryBadCellConsistency\\d_goodCellConsistency = false;]

normal -> normal [dataClockl\\
logData(d_location, d_rc, d_gps, d_battery);
dcl.reset();

]

normal -> normal [dataClock10\\
logData(true, true, true, true);
dc10.reset();

]

normal -> normal [takeOff\\logData(true, false, false, false);]
normal -> normal [landing\\logData(true, false, false, false);]

Listing 1.2: Larva script for property: To log the relevant data at the right frequencies.

4.3 Lessons Learnt from Implementation

The main implementation process involved the encoding of the identified properties into DATEs. Once
DATEs were formatted into a complete Larva script, these were ready for compilation by FLARE. From
that stage, the compilation process automatically generates the necessary code. While there is a learning
curve when using the tool for the first time, our experience has shown that this moderate. Perhaps what
remains a significant challenge is that the testing process of the RV process itself is not typically automated
as industrial Java systems. Indeed, the way the monitor integrates with the system through AspectJ and
its output in the dedicated text file, makes automated testing cumbersome to set up. For this reason,
testing was carried out manually. Beyond the actual implementation of the requirements, a significant step
in this project was the capturing of the requirements themselves. As our previous experiences with runtime
verification applications in industry have shown [9], bridging this gap comes with its own set of challenges.
To facilitate communication, we organised several meetings with the domain experts to ensure that the
requirements truly reflected the intended semantics. Such meetings were also crucial in understanding the
risks involved and, subsequently, in establishing the right frequency of events to be processed and logged
for each type (as expressed in Table 1). Crucially, we aimed to ensure that the risk appetite of the domain
experts is correctly translated into the corresponding numbers.

We estimate the number of hours used by the runtime verification engineer (the main author of this
paper) as listed in Table 2.
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Table 2: Number of hours used by the runtime verification engineer.

Task Number of Hours
Designing properties and communicating with domain experts 40
Expressing properties as DATEs and writing Larva script 25
Testing and debugging 20
Validation with domain experts and the resulting fine-tuning 15

5 Empirical Evaluation

Increased security always comes with a tradeoff. Given the additional cryptographic operations carried out
by FLARE, one would expect an overhead penalty over the original tool Larva. Furthermore, since a major
concern for a system harness is its ability to react in an appropriately timely manner, one would also need
to assess whether this is adequate for drone monitoring. Secondly, since the monitoring output is being used
as a forensic node, in line with the requirements, we need to ensure that data is accessible without undue
delay.

5.1 Measuring Monitoring Latency

The aim of our experiment is to have a clear indication of the additional latency introduced by the new
monitoring tool. Using Larva as a baseline, we analyse the performance of FLARE on actual drone flight
data. For this reason we use a simulated telemetry generation process, triggering events with 100ms delay
between each data record. The experiment consisted of processing 153,226 records which translates to a little
over 4 hours (number of records multiplied by 100ms) worth of data from the drone. The experiment was run
on a virtual machine running Ubuntu 22.04.5 LTS, with the 5.15.0-119-generic kernel, through VirtualBox
7.0.20 and Vagrant 2.4.1, given 4GB RAM and 4/8 CPUs. The virtual machine ran on an Intel i7-8565U
CPU 1.80GHz, 4 Cores, 8 Logical Processors, with 8GB DDR4 RAM.

Given the 100ms delay between each data record received from the drone, the small additional processing
time required by FLARE was not discernable, both tools took 4.26 hours (reflecting the time taken to
simulate all the events) with FLARE taking 11ms longer. The reason for this small difference is that the
100ms delays allows enough time for FLARE to catch up after each event.

Therefore, to obtain a measurable difference between the monitoring tools, we also simulated the moni-
toring process without any delays. The results are shown in Table 3. As expected due to the cryptographic
operations involved, FLARE took more time to process the data: a 38% increase. The data generated by the
monitor increased by 15% namely due to the metadata added to the logfile.

To explore how the monitoring overhead increases as the data increases, we ran both versions on the data
available twice. While this could vary depending on the properties monitored, in this case, the monitoring
time and the data generated grew linearly (i.e., doubled). More precisely, the monitoring time for Larva
increased by 57% while the monitoring time for FLARE increased by 93%. As expected, the data generated
by the monitors doubled exactly, i.e., a 100% increase.

Table 3: Monitoring data and SealF'S verification for different setups.

Setup Larva FLARE Larva (x2) FLARE (x2)
Total Monitoring 43.41 59.89 68.24 115.30
Time (s)

A\./erage Monitoring 983 391 993 376
Time per Sample (us)

Data generated (MB) 218.47 250.86 437.02 501.78
SealFS verification (s) N/A 31.56 N/A 62.82

Since our main concern is the latency introduced through monitoring, we also divided the monitoring
time by the number of samples processed. The result is in the order of hundreds of microseconds — leading
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to an insignificant increase in latency. Of course one would expect these numbers to be bigger if monitoring is
carried out on a mobile device, but even with an order of magnitude higher, latency would still be a modest
one.

Finally, due to the forensic node requirement of timely access to the stored data, we consider this element
for our implementation. Reading from our forensic node is not different from reading a file on a standard
operating system. However, verifying the integrity of the data requires processing time as shown in Table 3.
For example 500MB of data took a little over one minute to verify. To ensure that the verification time
remains manageable (depending on the context), one could have separate log files, for example one log file
for each hour of operation. In our case, using simple proportion, one hour of operation would require around
8 seconds to verify.

5.2 Discussion

The results presented above suggest that FLARE introduces manageable overheads in terms of performance
and storage, even when integrated with cryptographic logging via SealF'S. In our experiments, the system
handled over four hours’ worth of drone telemetry with negligible differences in the performance, demon-
strating that compliance-aware monitoring and forensic capabilities can be introduced without undermining
the responsiveness or reliability of real-time systems.

The linear relationship observed between data size and verification time also supports the practical
viability of forensic node deployment, particularly when logs are segmented appropriately. In our case, 500MB
of data could be verified in just over one minute, suggesting that the forensic verification process scales well
and can meet the availability requirements defined by the regulatory guidelines.

That said, the current implementation is not without its limitations:

Key depletion. SealFS consumes a finite keystream for tamper-evident logging. Although sufficient for our
case study, this could become a bottleneck in long-running or high-frequency logging scenarios. Future
versions could integrate ratcheting-based key regeneration [29] to address this.

Crash resilience. If the system crashes between event occurrence and log writing, that event may be lost,
and the monitor’s state reset. Future iterations could explore persistent monitor state snapshots to
support recovery.

Meta-event visibility. Events involving the monitoring infrastructure itself — e.g., system reboots, mon-
itor initialisation, or failures — currently fall outside the visibility scope of FLARE. These may need to
be captured via a complementary “meta-level” forensic mechanism to ensure completeness of the forensic
narrative.

6 Related Work

Runtime verification allows the monitoring of system behaviour against formalised specifications. While
the combination of RV with tamper-evident storage has been previously discussed [1,7], to the best of our
knowledge, FLARE is the first open-source tool that provides an integrated pipeline supporting both runtime
monitoring and verifiable logging out-of-the-box.

That said, several other RV tools could, in principle, be extended to fulfil the system harness role de-
scribed in regulatory frameworks. One notable example is JavaMOP [5], which supports the specification
of monitoring properties using multiple logic formalisms. Crucially, JavaMOP also supports a corrective
process, enabling not just passive observation but also the execution of predefined actions in response to
violations — a capability also offered by Larva and required to instantiate an active system harness. With
additional support for secure logging (e.g. via integration with SealF'S or another cryptographically-verifiable
backend), JavaMOP could similarly provide a sound basis for building compliance-aware systems.

Beyond SealFS, tamper-evident logging has been implemented in various contexts through a number
of tools such as EmLog [34], Custos [30], and QED. These tools are generally focused on ensuring the
integrity of recorded data, but do not provide mechanisms for high-level behavioural monitoring or compliance

15 https://github.com/BBVA /qed
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reasoning. As such, they serve well as forensic storage layers but do not meet the broader objectives of a
system harness as described in regulatory frameworks.

The combination of Larva and SealF'S represents one possibility out of many others (e.g., those mentioned
above). For the purposes of the proof of concept implementation presented in this work, the chosen tools
ticked all the boxes.

7 Conclusions and Future Work

In this paper, we presented FLARE, a runtime verification tool designed to meet emerging regulatory re-
quirements through tamper-evident logging. By integrating runtime verification with SealF'S-based storage,
FLARE offers a pragmatic solution for achieving compliance with frameworks such as the EU AI Act and
the Cyber Resilience Act, particularly in the context of cyber-physical systems like drones. Our case study
demonstrates that runtime verification, when combined with secure logging, can provide a lightweight yet
robust layer of assurance, improving auditability, forensic capabilities, and regulatory alignment without
imposing prohibitive overheads.

The experimental results show that the additional monitoring overhead introduced by FLARE remains
manageable, and the approach scales linearly with the data generated. We also highlight important consid-
erations for deploying forensic nodes in practice, including the need for risk-based data prioritisation and
timely access to verified logs.

As the project evolves, we plan to implement the data-focused properties, particularly for the subsystems
involving image processing, where balanced training data and privacy pose additional challenges. Looking
ahead, we can also consider extending FLARE with code attestation capabilities to further strengthen trust
guarantees. Furthermore, expanding the tool’s validation across multiple case studies will help assess its
generalisability to a broader range of Al-driven and safety-critical systems.

Ultimately, FLARE represents a step towards bridging the gap between formal methods research and the
real-world demands of regulated digital technologies.
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