Journal of Logical and Algebraic Methods in Programming 111 (2020) 100515

Contents lists available at ScienceDirect

al

EBRAIC
METHODS IN

Journal of Logical and Algebraic Methods in A
Programming ‘

www.elsevier.com/locate/jlamp

Determinizing monitors for HML with recursion ™

Check for
updates

Luca Aceto®”, Antonis Achilleos”*, Adrian Francalanza®, Anna Ingélfsdéttir°,
Sevar Orn Kjartansson b
4 Gran Sasso Science Institute, viale F. Crispi 7, 67100 L'Aquila, Italy

b School of Computer Science, Reykjavik University, Menntavegi 1, Reykjavik 101, Iceland
¢ Dept. of Computer Science, ICT, University of Malta, Msida, Malta

ARTICLE INFO ABSTRACT
Article history: We examine the determinization of monitors for HML with recursion. We demonstrate that
Received 29 July 2019 every monitor is equivalent to a deterministic one, which is at most doubly exponential

Received in revised form 12 December 2019
Accepted 21 December 2019
Available online 31 December 2019

in size with respect to the original monitor. When monitors are described as CCS-like
processes, this doubly exponential bound is optimal. When (deterministic) monitors are
described as finite automata (or as their labeled transition systems), then they can be
Keywords: exponentially more succinct than their CCS process form.

Monitorability © 2020 Elsevier Inc. All rights reserved.
Runtime verification

Hennessy-Milner logic

Determinization

Complexity bounds

1. Introduction

Monitors are computational entities that observe the executions of other computing devices (hereafter referred to as
systems, or, in more formal settings, as processes) with the aim of accruing system information [33,29], comparing system
executions against behavioral specifications [23,24], or reacting to observed executions via adaptation or enforcement pro-
cedures [4,14,37]. Monitor descriptions can vary substantially, from pseudocode [25,21], to mathematical descriptions [51,
18,22], to executable code in a domain-specific or general-purpose language [19,41]. Since they are part of the trusted com-
puting base, monitor descriptions are expected to be “correct”, and a prevalent correctness requirement is that they exhibit
deterministic behavior.

Monitors are central for the field of Runtime Verification, where typically we use monitors to observe the trace produced
during a run of a process. The monitor is expected to be able to reach a verdict after reading a finite part of the execution
trace, if it can conclude that the monitored process violates (or, dually, satisfies) a certain specification property. Such
specification properties are often expressed in an appropriate logical language, such as LTL [44,20,10,12,11], CTL, CTL* [17],
and uHML [34,1,35,23]. We refer the interested readers to [9] for an extensive introduction to Runtime Verification and
to [36] for a brief overview of that research field.

* This research was partially supported by the projects “TheoFoMon: Theoretical Foundations for Monitorability” (grant number: 163406-051) and
“Epistemic Logic for Distributed Runtime Monitoring” (grant number: 184940-051) of the Icelandic Research Fund, and by the MIUR project PRIN
2017FTXR7S “IT-MaTTerS” (Methods and Tools for Trustworthy Smart Systems).

* Corresponding author.

E-mail addresses: luca.aceto@gssi.it, luca@ru.is (L. Aceto), antonios@ru.is (A. Achilleos), adrian.francalanza@um.edu.mt (A. Francalanza), annai@ru.is
(A. Ingolfsdattir).

https://doi.org/10.1016/j.jlamp.2019.100515
2352-2208/© 2020 Elsevier Inc. All rights reserved.


https://doi.org/10.1016/j.jlamp.2019.100515
http://www.ScienceDirect.com/
http://www.elsevier.com/locate/jlamp
mailto:luca.aceto@gssi.it
mailto:luca@ru.is
mailto:antonios@ru.is
mailto:adrian.francalanza@um.edu.mt
mailto:annai@ru.is
https://doi.org/10.1016/j.jlamp.2019.100515
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jlamp.2019.100515&domain=pdf

2 L. Aceto et al. / Journal of Logical and Algebraic Methods in Programming 111 (2020) 100515

In [23,24], Francalanza et al. studied the monitorability of properties expressed in full uHML interpreted over states in la-
beled transition systems [32]. They determined a maximal monitorable fragment of the logic in that branching-time setting,
called MHML, for which they introduced a compositional monitor-generating procedure as well as a converse, compositional
formula-synthesis function from monitor descriptions. Intuitively, MHML consists of the safety properties in ©HML and their
complements.

Since one of the goals of the work presented in the above-mentioned references was to identify exactly what properties
can be monitored within the framework described therein, it was natural to choose a very expressive logic as a specification
language. To our mind, #HML [1,35] is an excellent touchstone logic. Indeed, wHML is a variation on the propositional
j-calculus [34], tailored to the description of properties of states in labeled transition systems, which can express all the
bisimulation-invariant properties that can be written in monadic second order logic [30] and specification logics such as
LTL, CTL and CTL*. This makes the characterization of the properties that can be monitored at runtime given in [23,24] very
general.

In the framework developed in [23,24], which is also used in [7] to identify an expressiveness hierarchy of monitorable
fragments of uHML in linear-time settings, monitors are described using expressions in a variation on Milner’s CCS [43].
The use of a language for specifying monitors naturally supports the definition of correct-by-construction, compositional
monitor-synthesis procedures from formulae, as well as the compositional construction of formulae from monitors. The
latter, formula-synthesis function plays a key role in showing the maximality of the monitorable fragments of wHML iden-
tified in [3,7,23,24]. To the best of our knowledge, these maximality results do not have any counterpart in the literature on
runtime monitoring.

The monitors constructed from the synthesis procedure in [23,24] can be nondeterministic, depending on the wHML
formula from which they were constructed. In the light of the importance of deterministic monitors in Runtime Verification,
we would like to be able to determinize these monitors.

In this paper we tackle the problem of determinizing monitors for £HML in the framework of [23,24], where monitors
are described using syntax close to the regular fragment of CCS processes [43], and we provide a detailed analysis of the
succinctness of various alternative formalisms for describing such monitors. In particular, we demonstrate that every monitor
can be transformed into an equivalent deterministic one, but the price can be a hefty one: there are monitors which require
a doubly exponential blowup in size to determinize. Although we focus on the monitors employed in [23,24], our methods
and results can be extended to other cases of similar monitors, when these monitors are described using syntax that is
close to that of the regular fragment of CCS processes. Furthermore, we demonstrate that finite automata, as a specification
language, can be exponentially more succinct than monitors as we define them, exponentially more succinct than the
monitorable fragment of wHML, and doubly exponentially more succinct than the deterministic monitorable fragment of
WHML.

Table 6 on page 29 summarizes the main complexity bounds we obtain in this article. We trust that those results
may serve as a reference for researchers in the choice of a formalism for the description of monitors that, on the one hand,
allows for compositional monitor- and formula-synthesis procedures and, on the other, keeps the representation of monitors
reasonably small.

As mentioned earlier, the deterministic behavior of monitors is desirable as a correctness requirement and also due to
efficiency concerns. A monitor is expected to not overly affect the observed system and thus each transition of the monitor
should be performed as efficiently as possible. For each observed action of a system, the required transition of a monitor
is given explicitly by a deterministic monitor, but for a nondeterministic monitor, we need to keep track of all its possible
configurations, which can introduce a significant overhead to the monitored system.

On the other hand, as we argue below, nondeterminism arises naturally in some scenarios in the behavior of monitors.
In those cases, the most natural monitors synthesized from the properties of interest are nondeterministic and might need
to be determinized in order to increase the efficiency of the monitoring process. This observation motivates our study of
monitor determinization and its complexity.

Empirical evidence for the nondeterministic behavior of monitors By most measures, monitoring is a relatively new software
technique and thus not very widespread. Therefore, we substantiate our posit that nondeterministic monitors would occa-
sionally occur (should the technique gain wider acceptance) by considering testing as a related pervasive technique. Despite
intrinsic differences’ tests share several core characteristics with many monitors: they rely on the execution of a system to
infer correctness attributes, they often fall under the responsibility of quality assurance software teams and, more crucially,
they are also expected to behave deterministically [53,38]. We contend that monitors are generally more complex artifacts
than tests, which allows us to claim reliably that evidence of nondeterminism found in testing carries over to monitoring.
When compared to tests, monitors typically employ more loop and branching constructs in their control structures since
monitored runs last longer than test executions. Moreover, monitoring is generally regarded as background processing, and
this expected passivity forces monitoring code to cater for various eventualities, aggregating system execution cases that
would otherwise be treated by separate (simpler) tests driving the system.

1 Tests are executed pre-deployment, and employ more mechanisms to direct the execution of the system under scrutiny e.g. mocking by inputting
specific values.
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Table 1
Dynamics of processes.
Act REC
o T
a.p—p recx. p — plrecx. p/x]
P p 5q
SELL m SELR m
p+q—p p+a—¢q

where o € Act and p € ActU {t}.

In testing, the impact of nondeterministic (a.k.a. flaky) tests on software development processes is substantial enough
(for instance, as reported in [38], about 4.56% of test failures of the Test Anything Protocol system at Google are caused by
flaky tests) to warrant the consideration of various academic studies [40,39,38]. These studies concede that flaky tests are
hard to eradicate. Detection is hard, partly because tests are executed in conjunction with the system (where the source
of nondeterministic behavior is harder to delineate), or because nondeterminism occurs sporadically, triggered only by
specific system runs. Once nondeterminism has been detected, its causes may be even harder to diagnose: test runs are not
immune to Heisenbugs [27] and problems associated with test dependence are not uncommon [53], all of which impacts
on the capacity to fix the offending tests. In fact, it is common practice to live with nondeterministic tests by annotating
them (e.g. @RandomFail in Jenkins), perhaps requiring reruns for these tests (e.g. @Repeat in Spring). Curiously, studies
have shown that developers are often reluctant to remove detected flaky tests (for instance, by using the @Ignore tag in
JUnit) because they may still reveal system defects (albeit inconsistently) [38,40].

Overview In Section 2, we give the necessary background for our investigation. We introduce pHML formulae and our
framework for processes, monitors, and finite automata. In Section 3, we prove that all monitors for £HML can be deter-
minized. We provide two methods for the determinization of monitors. One reduces the determinization of monitors to the
determinization of regular CCS processes, as performed by Rabinovich in [47]. The other applies a procedure for transform-
ing systems of equations, inspired from Rabinovich’s methods, directly on MHML formulae to turn them into a deterministic
form. Then, using the monitor synthesis procedure from [23], one can construct monitors which are immediately deter-
ministic. In Section 4, we examine the cost of determinizing monitors more closely and we compare the size and behavior
of monitors to the size (number of states in this case) and behavior of corresponding finite automata. We examine the
simpler case of single-verdict monitors, namely monitors which are allowed to reach verdict yes or verdict no, but not
both (or to halt without reaching an answer). Section 5 explains how to extend the methods and bounds of Section 4 from
single-verdict monitors to the general case of monitors with multiple verdicts. The reader is encouraged to see Section 6,
that draws further conclusions and presents an extensive summary of the technical results in this paper.
A previous version of this paper, presenting the main results from Section 4, has appeared as [2].

2. Background

We provide background on the main definitions and results for monitoring wHML formulae, as defined in [23], and
present the conventions we use in this paper.

2.1. Basic definitions: monitoring (tHML formulae on processes

We begin by presenting the calculus used to model a system, the logic used to reason about the systems and finally the
monitors used to verify whether a system satisfies some specific formula in the logic.

2.1.1. The model
The processes whose properties we monitor (and on which we interpret the £ HML formulae) are states of a labeled
transition system (LTS). A labeled transition system is a triple

(ProC, (AcTU {T}), =)

where PRoC is a set of states or processes, ACT is a set of observable actions, T ¢ AcT is the distinguished silent action, and
— C (Proc x (AcTU {1}) x PROC) is a transition relation. The syntax of the processes in Proc is defined by the following
grammar:

p,q€PROC::=nil | a.p | p+gq | recx.p | x

where o € Act and x comes from a countably infinite set of process variables. These processes are a standard variation on
the regular fragment of CCS [43]; in [47], these processes are called (-expressions. We simply call them processes in this
paper. As usual, the construct rec x. p binds the free occurrences of x in p. In what follows, unless stated otherwise, we
focus on processes without occurrences of free variables. The substitution operator p[q/x] is defined in the usual way. The
transition relation — and thus the behavior of the processes is defined by the derivation rules in Table 1.
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For each p,p’ € PrRoc and « € Act, we use p = p’ to mean that p can derive p’ using a single « action and any
: Ty 9 TN/ / * L
number of 7 actions, p(—)*. — .(—)*p’. For each p, p’ € Proc and trace t = a1.03. ... € ACT*, we use p = p’ to mean
p=>. =% 25 pift is non-empty and p(i>)*p’ if t is the empty trace €.

2.1.2. The logic
We use uHML, the Hennessy-Milner logic with recursion, to describe properties of the processes.

Definition 1. The formulae of £HML are constructed using the following grammar:

¢,y e uHML:: =tt | ££f
lony LoV
| (o) | [olp
| minX. ¢ | maxX. ¢
| X

where X comes from a countably infinite set of logical variables LvAr. B

Formulae are evaluated in the context of a labeled transition system and an environment, o : LVAR — 2PR°C which
gives values to the logical variables in the formula. For an environment p, variable X, and set S € Proc, p[X + S] is the
environment which maps X to S and all Y # X to p(Y). The semantics for wuHML formulae is given through a function [-],
which, given an environment p, maps each formula to a set of processes — namely the processes which satisfy the formula
under the assumption that each X € LVAR is satisfied by the processes in p(X). [-] is defined as follows:

[tt, ,o]]défPRoc and [£f, p]]déf@

d
[o1 A g2, D1 Tor. o1 N [2. o]
di
[o1 v @2, p1Z [91. 0] U 92, 0]
def o . .
[leclgp, p] = {p | ¥q. p = q implies q € [, p]]}

L), p]]dif{p |3g.p 2 qandqe o, p]]}
[maxX. ¢, p] €| J{S | s < [9. pIX ~ 1]}

[minX. ¢, p]Z ({5 |52 [g. pIX ~ SI1}

1x. o1 0x0.

A formula is closed when every occurrence of a variable X is in the scope of the recursive operator rec x. Note that the
environment, o, has no effect on the semantics of a closed formula. For a closed formula ¢, we often drop the environment
from the notation for [[-] and write [¢] instead of [¢, p]. Henceforth we work only with closed formulae, unless stated
otherwise. Formulae ¢ and v are (logically) equivalent, written ¢ =, if [¢, p] = [, p] for every environment p.
We focus on sHML, the safety fragment of wHML. Both sHML and its dual fragment, cHML (the co-safety fragment), are
defined by the grammar:
0,9 e sHML = tt | ££ | [w]6 |0 AD | max X. 0 | X
w,w € CHML::=tt | ££ | (o) |t Vv | minX. | X.

In what follows, we write MHML for the collection of all the safety and co-safety formulae in wHML, that is, MHML =
SHML U cHML.

Example 1 (a formula). The formula ¢, = max X. [a]([a¢]££ A X) € SHML will be used in several examples to follow. Notice
that the following logical equivalences hold:

@e =[a]([a]f£ Amax X. [¢]([a]££ A X))
= [o]([a]ff A [a]([a]f£f Amax X. [¢]([a]ff A X)))
=[o]le]ff. N
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Table 2
Monitor dynamics.
MACT —a MREC <
a.m—m recx. m — m[recx. m/x]
I ’ Koy
m-—m n—n
MSELL — MSELR m
m+n—m m+n—n’
MVERD
vV—v

where o € Act and p € ActU {t}.

Table 3
Monitored processes.

o a ’ @
m-—m m m
Moy PP mEm g pp mb mp
m<ap—m <p’ m<p — end<p’
I mIm
1ASYP P = p IASYM ———————
m<p—>m<p’ m<ap—m<ap

2.1.3. Monitors
We now define the notion of a monitor. Just like for processes, we use the definitions given in [23,24] to which we refer
our readers for motivation and further examples. Monitors are part of an LTS, much like processes.

Definition 2. The syntax of a monitor is identical to that of a process, with the exception that the nil process is replaced
by verdicts. A verdict can be one of yes, no and end, which represent acceptance, rejection and termination respectively.
A monitor is defined by the following grammar:

mneMoON:=vV | a.m | m+n | recx.m | x
v € VERD :: = end | no | ves

where x comes from a countably infinite set of monitor variables. The submonitors of m are its subterms. H

The behavior of a monitor is defined by the derivation rules of Table 2, which are discussed at length in [23,24]. Here we
limit ourselves to remarking that rule MVERD indicates that monitor verdicts are irrevocable. Rules MSELL and MSELR may
be referred to collectively as MSEL for convenience.

Remark 1. Note that 7 actions in monitor behaviors are generated by rule MREc in Table 2, which uses such actions to
unfold recursive definitions of monitors. This choice stems from [24] and we maintain it here since our main goal in this
article is to prove complexity bounds that apply directly to the model of monitors studied in that reference. We remark,
however, that all the results we prove in the remainder of this study hold also in the setting of t-free monitors with the
classic unfolding rule for recursively-defined monitors, namely:

o
m[recx. m/x] — m’

L)
recx.m—-m

“ PP t
For each m, m’ € MoN, «a € AcT and trace t € Act*, the “weak transitions” m = m’ and m = m’ are defined as for pro-
cesses.

Example 2 (a monitor). Let m, = rec X. «.(c.no + x). Notice the similarities between m, and .. We will be using m, and
@e as a running example in what follows. W

2.1.4. Monitored system

If a monitor m € MoN is monitoring a process p € PROC, then it must mirror every visible action p performs. If m cannot
match an action performed by p and it cannot perform and internal action, then m becomes the inconclusive end verdict.
We are only looking at the visible actions and so we allow m and p to perform transparent T actions independently of each
other.

Definition 3. A monitored system is a monitor m € MoN and a process p € Proc which are run side-by-side, denoted m < p.
The behavior of a monitored system is defined by the derivation rules in Table 3. B

If a monitored system m < p can derive the yes verdict, we say that m accepts p, and similarly m rejects p if the
monitored system can derive no.
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Definition 4 (Acceptance/rejection). acc(m, p)d;fElt, p.map N yes < p’ and rej(m, p)dgflt, p.m«p Lnoa p. N

Remark 2. Note that, according to the above definition, both acc(m, p) and rej(m, p) are possible for some monitor m
and process p. As shown in [24, Theorem 2, page 109], monitors that may report more than one verdict are necessarily
unsound, at least with respect to branching-time properties interpreted over processes. This is the reason why the work in
that reference, on which we build, restricts itself to single-verdict monitors, as considered in what follows. (See Section 2.2
to follow for a short summary of the results from [24] on monitorability of branching-time properties of processes.) We
remark, however, that, as shown in [7], multi-verdict monitors can be sound (and even ‘complete’) for some non-trivial
properties in a linear-time setting. We refer the interested reader to the above-mentioned references and to [5] for further
details on a variety of connections between monitor acceptance/rejection and whether processes or traces satisfy some

property.

2.1.5. Finite automata

We now present a brief overview of Finite Automata Theory, which we use in Section 4. The interested reader can see
[49] for further details.

A nondeterministic finite automaton (NFA) is a quintuple

A=(Q,%,4,q0, F),

where Q # @ is a set of states, X is a set of symbols, called the alphabet — in our context, X =AcT —, §C Q x ¥ x Q isa
transition relation, gqo € Q is the initial state, and F € Q is the set of final or accepting states. Given a word t € X*, a run
of Aont=ty- -ty is a sequence qoqs - - - qk, such that for 1 <i <k, (qi_1,ti,qi) € §; the run is called accepting if q, € F.
We say that A accepts t when A has an accepting run on t. We say that A accepts/recognizes a language L € ¥* when A
accepts exactly the words in L; L is then unique and we call it L(A). If § is a function §: Q x ¥ — Q (depending on the
situation, one may just demand that § is a partial function), then A is a deterministic finite automaton (DFA). It is a classical
result that for every NFA with n states, there is an equivalent DFA (i.e. a DFA which recognizes the same language) with at
most 2" states — furthermore, this upper bound is optimal.

Theorem 1 ([46]). If A is an NFA of n states, then there is a DFA of at most 2" states which recognizes L(A).

The way to construct such a DFA is through the classical subset construction. For more details, see [49], or another
introductory text for automata theory or theoretical computer science.

Are monitors automata? The reader may wonder at this point whether a monitor is simply an NFA in disguise. Certainly,
the LTS of monitor resembles an NFA, although there are differences. A monitor — at least in this paper — is identified
with its syntactic form, as defined above, although, as Section 4 demonstrates, it pays to be a little more relaxed on this
constraint. Monitors can also reach both a yes and a no verdict — and sometimes both for the same trace. Again, this
is often undesirable. Another difference is that once a monitor reaches a verdict, there is no way to change its decision
by seeing more of the trace: verdicts are irrevocable for monitors. For more on the relationship between monitors and
automata, we refer to Section 4.

2.2. Previous results

The results from [23,24] on which we build in this study are based on the following notion of monitorability for formulae
in LHML.

Definition 5 (Monitorable formula/logic). Let ¢ € wHML and let m be a monitor. We say that

m monitors ¢ for violations when, for each process p, rej(m, p) if and only if p ¢ [¢];

m monitors ¢ for satisfactions when, for each process p, acc(m, p) if and only if p € [¢];
m monitors for ¢ when it monitors ¢ either for violations or for satisfactions; and

¢ is monitorable when there is some monitor m that monitors for it.

Let £ € wHML. We say that £ is monitorable when each ¢ € £ is monitorable. £ is a maximally expressive monitorable
fragment of wHML if each monitorable formula in wHML is logically equivalent to some formula in £. W

The main result from [23,24] is to show that MHML, the subset of wHML that consists of the safety and co-safety
fragments of that logic, is monitorable and that it is maximally expressive. In particular, SHML is a maximally expressive
fragment of wHML whose formulae can be monitored for violations and cHML is a maximally expressive fragment of that
logic whose formulae can be monitored for satisfactions.
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In the remainder of this section, we focus on surveying the monitorability result for sHML; the case of cHML is dual.
The interested reader can see [23,24] for more details, examples and motivation.

In order to prove that SHML is monitorable, in [23,24] Francalanza, Aceto, and Ingdlfsdéttir define a monitor synthesis
function, (—), which maps formulae to monitors, and show that, for each ¢ € sHML, (¢)) monitors ¢ for violations. This
function, which stems from [24, Definition 7], is used in the proofs in Section 3 and so we give the definition here. We
remark that the definition of the monitor (¢) assumes a bijection between logical variables and monitor variables, which
we leave implicit.

Definition 6 (Monitor synthesis).

(]tt[)dg(yes (]ff[)d;fno (]X[)difx
def |o.(y) if () #ves
(letyh= yves  otherwise
wof (v1) if (y2) =ves
(Y1 A 2D = | (¥2) if (1) =yes

(¥1) + (¥2) otherwise

(max X. waéf recx. (v) if (¢) %yes
ves otherwise W

Remark 3. The monitor-synthesis function over sHML we presented in the previous definition is the restriction to that frag-
ment of the function given in [24, Definition 7] over the whole of MHML. When synthesizing monitors for SHML formulae,
it would be possible to replace the clause

(]tt[)défyes
with
(]tt[)dg(end

and modify the construction accordingly. We decided not to do so in this paper since we want our results to apply directly
to the monitoring setting studied in the above-mentioned references.

Theorem 2 (Monitorability, [23,24]). For each ¢ € sHML, (@) monitors ¢ for violations.

Example 3. Notice that (@) = m.. On the other hand, we also know that for ¢, = [@][]f£, @e = ¢,. Therefore, m, and
m,, = (¢,) = a.c.no monitor for the same formula. W

Remark 4. As shown in [24], for each formula ¢ € cHML, one can synthesize a monitor m that monitors ¢ for satisfactions.

Remark 5. The notion of monitorable formula was first defined by Pnueli and Zaks in their seminal paper [45]. Other
proposals for monitorability may be found in, for instance, the references [12,22,52]. Comparing the notion of monitorability
studied by Francalanza et al. in [23,24] with those presented in the literature is a very interesting and non-trivial research
endeavor. To begin with, the notion of monitorability considered in [23,24] is given for a branching-time interpretation of
MHML, whereas all the other notions are studied in a linear-time setting. Hence, a proper comparison requires a study of
the notion of monitorability by Francalanza et al. in a linear-time setting. The recent article [7] is entirely devoted to this
topic and also connects the branching- and linear-time notions of monitorability by Francalanza et al. within a unified and
principled framework. The work in [7] paves the way to a systematic comparison of various notions of monitorability, which
is presented in [5].

2.3. Determinism, verdicts, and the choices that we make

The purpose of this paper is to examine the determinization of monitors, which is the process of constructing a deter-
ministic monitor from an equivalent nondeterministic one. Therefore, we must establish what a deterministic monitor is
and what it means that two monitors are equivalent.

The papers [23,24] present several examples of nondeterministic monitors. For example, m; = @.yes + «.no is nonde-
terministic. This monitor can reach a positive and a negative verdict for each trace which starts with «, but has no opinion
on any other trace. There are two ways to avoid this situation. One is to make sure that only different actions can transition
to different monitors, as in «.yes + 8.no, thus removing a nondeterministic choice; the other is to consider single-verdict
monitors (see Section 2.3.3) that can reach only one verdict, like «.yes + «.m. We explore both approaches.
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2.3.1. Conventions and definitions
We will call two monitors, m and m’ equivalent and write m ~m’ if for every non-empty trace t and verdict v €

{ves,no}, m S viffm = v. Given a monitor, the set of processes it accepts, and thus the set of formulae it monitors, is
completely determined by the traces it accepts and rejects (see [23, Proposition 1]). Therefore, we compare two monitors
with respect to relation ~. We assume that the set of actions, AcT, is finite and, for the complexity results we present, of
constant size.

We call derivations of the form m = m trivial. If t = t1t, € AcT*, then t is an initial subtrace or prefix of t and we write
t1 ©t. We define a sum of m as follows: m is a sum of m and if r is a sum of m, then so are r + 1" and r’ +r. We say that

a sum s of m is acting as m in a derivation d : s = r if in the same derivation we can replace s by m without consequence
(i.e. the first step uses rule MSLET to use a derivation starting from m).

The size |m| of a monitor m is the size of its syntactic description, as given in Section 2.1, defined recursively: |x| = |v| =
1; le.m| = |m|+1; Im+m'| = |m|+ |m’| +1; and |rec x. m| = |m| + 1. Notice that |m| also coincides with the total number
of submonitor occurrences — namely, symbols in m. We also define the height of a monitor, h(m), in the following way:
h(v) =h(x) =1; h(m +m’) = max{h(m), h(m’)}; h(e.m) =h(m) + 1; h(rec x. m) = h(m).

In what follows, we consider monitors modulo the equivalence v + v ~ v.

The following lemma demonstrates that all instances of m + v can be replaced by m+ Y, acr . V.

Lemma 1. Monitor m + v is equivalent tom + 3, pcr @.V.

Proof. Let ¢t € ActU {r} and m’ a monitor. Then, m + v Lmiftm L m oor v m. But v S m exactly when m’' =v
and w € Acr, therefore v L m’ exactly when > wenct -V L m’. In conclusion, m + v £ m’ iff m + Y weAcr &V Sm. o

We also assume that there is no (sub)monitor of the form rec x. v, where v is a verdict; otherwise, these can be
replaced by simply v. Notice then that there is no 7-transition to a verdict. Furthermore, we assume that a verdict appears
in all monitors we consider — otherwise the monitor does not accept/reject anything and is equivalent to end. We say that

a monitor m accepts/recognizes a language (set of traces) L C Act* when for every trace t € Act*, t € L iff m N yes.

2.3.2. Determinism

For the purposes of [23], deterministic monitor behavior need only concern itself with the definite verdicts that can
be reached after observing a particular trace t. Stated otherwise, we can say that a monitor m behaves deterministically
whenever it transitions to verdict-equivalent monitors for every trace t. For instance, another case of a nondeterministic
monitor is m = «.«.yes + «.f.yes, because when this monitor reads an «, it has to make a choice and transition to either
«o.yes or B.yes which are not equivalent, @.yes ~ B.yes. A deterministic monitor that is equivalent to m is «.(x.yves +
B.yes).

For Turing machines, algorithms, and finite automata, determinism means that from every state (in our case, monitor)
and input symbol (in our case, action), there is a unique transition to follow. In the case of monitors, we can transition
either through an action from Act, but also through a t-action, which can occur without reading from a trace. In the
context of finite automata, these actions would perhaps correspond to e-transitions, which are eliminated from deterministic
automata. We cannot eliminate t-transitions from deterministic monitors, because we need to be able to activate the
recursive operators. What we can do is to make sure that there is never a choice between a t-transition and any other
transition.

In other words, in order for a monitor to run deterministically, it cannot contain a nondeterministic choice between two
sub-monitors reached by the same action, m N ny and m Z ny, or a nondeterministic choice between performing an action
or performing the transparent action, m LN ny and m 5 ny. It must also be impossible to derive these choices using the
derivation rules above. As we can see from Table 2, such choices can only be introduced by sums — that is, monitors of the
form my 4+ my; we can therefore attain the required behavior via syntactic constraints. Note that a sum mq +my + --- +my
will also be written as Y¥_, m;.

Definition 7. A monitor m is syntactically deterministic iff every sum of at least two summands which appears in m is of
the form )", ., @.mg, where ACAct. W

Note that under this definition, from every syntactically deterministic monitor m and action o € Acr, if m = m’, then
all derivations m = begin with a unique transition. As we will see in the following sections, this set of monitors is in fact
maximally expressive, meaning that each monitorable formula can be monitored by a syntactically deterministic monitor.
Lemma 2 demonstrates that the syntactic determinism of Definition 7 ensures that such monitors will always arrive at the
same verdict for a given trace — Lemma 2 appears in Section 4 as Corollary 15, a direct consequence of Lemma 26.

Lemma 2. [f m is syntactically deterministic, m N n, and m N n',thenn~n'. O
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rec X. (req.cls.no+ req.res.x)
T

reqg.cls.no+ reqg.res.rec X. (req.cls.no + reqg.res.x)
res

re
req

cls
res.rec X. (req.cls.no+ reqg.res.x) cls.no — no

Fig. 1. The LTS of monitor m.
Thus, from now on, we simply refer to syntactically deterministic monitors as deterministic monitors.
Example 4. Notice that monitor m, is not deterministic, but it has an equivalent deterministic monitor, which is m,. H

Example 5 (a simple server [23]). Assume that we have a very simple web server p that alternates between accepting a
request from a client, req, and sending a response back, res, until the server terminates, c1s. We want to verify that the
server cannot terminate while in the middle of serving a client (after executing req but before executing res). We can
encode this property in the following sHML formula

@ =max X. ([req][cls]ff A [req][res]X).

Using the monitor synthesis function, we can then define a monitor that monitors ¢ for violations thus:

m=recX. (reg.cls.no+reqg.res.Xx).

The LTS of monitor m can be seen in Fig. 1. Since m contains a choice between reqg.cls.ff and reqg.res.x, it is
nondeterministic. However it is possible to define a deterministic monitor that monitors for ¢. For example:

m' =req.(res.recx. req.(res.x+cls.no)+cls.no) M

Example 6. Consider the monitor m = rec x. (0.x + 1.x 4+ 1.2.yes). It accepts process states that can produce traces from
the language (0 4+ 1)*12(0 + 1 + 2)*, that is, traces (words) in which the action 2 appears at least once and the action
preceding the first 2 action is a 1. An equivalent deterministic monitor is

m =recy.(0.y+1l.recx. (0.y+1.x+2.yves))

Notice that the size of the deterministic monitor m’ is greater than that of its original non-deterministic counterpart m. In
fact, Im|=10 and jm'|=14. A

In general, given a monitor produced by the monitor synthesis function, we can define a deterministic monitor that is
equivalent to it.

Theorem 3. For each formula ¢ € MHML, there exists a deterministic monitor, m € MoN, such that m monitors for ¢.

Section 3 is devoted to providing two proofs for this theorem for formulae in sHML. (The proof for cHML is dual and
is therefore omitted.) The first one is presented in Subsection 3.1 and shows that for each valid monitor, there exists a
deterministic monitor that is equivalent to it. The second proof is presented in Subsection 3.2 and shows that there is a
subset of SHML for which the monitor synthesis function will always produce a deterministic monitor and that this subset
is a maximally expressive subset of SHML.

2.3.3. Multiple verdicts

As Francalanza et al. demonstrated in [23], to monitor for formulae of wHML, it is enough (and makes more sense) to
consider single-verdict monitors. These are monitors, which can use verdict yes or no, but not both. As we are interested
in determinizing monitors to use them for monitoring MHML properties, confining ourselves to single-verdict monitors is
reasonable. The constructions of Section 3 are independent of such a choice and are presented for all kinds of monitors,
but in Section 4 it is more convenient to consider only single-verdict monitors. Of course, monitor determinization is an
interesting problem in its own right and monitors may be useful in other situations besides just monitoring for MHML. We
still confine ourselves to determinizing single-verdict monitors, but we present a straightforward approach for dealing with
monitors which use both verdicts in Section 5. In Section 4, whenever we say monitor, we will mean single-verdict monitor.
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Specifically, in Section 4, we assume that the verdict is yes (and end, which is often omitted), because we compare
monitors to automata and a monitor reaching a yes verdict on a trace intuitively corresponds to an automaton accepting
the trace.

3. Rewriting methods for determinization

In this section we present two methods for constructing a deterministic monitor. The first method, presented in subsec-
tion 3.1, uses a result by Rabinovich [47] for the determinization of processes. The second method, presented in subsection
3.2, uses methods similar to Rabinovich’s directly on formulae of SHML to transform them to a deterministic form, so
that when we apply the monitor synthesis function from [23] (Definition 6 of Section 2.1 in this paper), the result is a
deterministic monitor for the original formula.

3.1. Monitor rewriting

We show that, for each monitor, there exists an equivalent monitor that is deterministic. Thus, given a formula ¢ €
MHML, we can apply the monitor synthesis function to produce a monitor for ¢ and subsequently rewrite the monitor so
that it runs deterministically.

Definition 8. For a process p, Trace(p) = {t € AcT™ | 3q. p LN q}. We call two processes p,q trace equivalent when
Trace(p) = Trace(q). M

We use a result given by Rabinovich in [47], which states that each process is equivalent to a deterministic one, with
respect to trace equivalence — Rabinovich’s definition of determinism for processes coincides with ours when a process has
no free variables.

Let D : PRoc — PRoC be any function mapping each process p € Proc (as defined in Subsection 2.1) to a trace equivalent
deterministic process. Such a mapping exists, as shown by Rabinovich in [47].

In order to apply the mapping D to the monitors, we must define a way to encode them as processes. We do this by
replacing each verdict v with a process v.nil, where v is treated as an action.

Definition 9. We define a mapping 7 : MoN — PRroc as follows:

7 (.m) =co.m(m)
w(m+n)=m(m)+ m(n)
7T (recx. m) =recx. 7w (m)
7(v)=v.nil
TX)=x

We define an “inverse” of 7, which we call 7~ 1:

77 '(s)=v whensisasum of some v.p
-1 -1
7 (a.p)=a.x (p)
-1 -1 -1
7 p+p=n""(p+r Q)
7 Y (recx. p) =recx. 1 (p)
7 lx=x M
Note that 7 maps monitors to processes where each verdict action v must be followed by the nil process and the nil
process must be prefixed by a verdict action.
We want to use 7 on a nondeterministic monitor m to construct a process 7 (m); then, use Rabinovich’s D on 7 (m) to
determinize the process; then, use the inverse 7! on D (s (m)) to end up with a deterministic monitor which is equivalent

to m. So, if two monitor encodings are trace equivalent, we want the monitors they encode to be equivalent. Remember
that we have assumed that all sums of verdict v are simply v (see Lemma 1).

Lemma 3. Let m be a monitor and p = 7t (m). Then, m v if and only if there is some t’ C t, such that p S voanil

Proof. Straightforward induction on the length of the derivation p =t> v.nil for the “if” direction and on the length of the
derivation m = v for the “only if” direction. The definition of 7 is used in both inductions. O
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Lemma 4. Let m = 7t~ (p). Then, for each t € AcT*, there are some t’ = t and a sum s of some v.r, such that p LY s, if and only if
t
m=v.

Proof. Like for Lemma 3, by induction on the length of the derivations. O

Lemma 5. Let m and n = 7t ~1(p) be monitors such that Trace (s (m)) = Trace(p). Then m ~ n.

Proof. Assume that for a trace t and a verdict v, we have m :t> v. By Lemma 3, for some t' C t, 7 (m) é/> v.nil and so
t'.v € Trace(w (m)). Since 7 (m) and p are trace equivalent, we have p % r for some r; therefore, p £> s, where s is a sum
of some v.r, and so, by Lemma 4, n 5.

If n= v for some verdict v and trace t, then by Lemma 4, p =t/> s, where s is a sum of v.q and t' Ct, so p 2> q. Then,

T (m) SN q’, so ¢ =nil. Since all sums of v are v in m, it is also the case that all sums of v.nil are v.nil in mw(m); by
Lemma 3 and rule MVERD in Table 2, m Lv. O

Theorem 4 (Monitor rewriting). For each monitor m € MoON there exists a deterministic monitor n ~ m.
Proof. We define a new monitor n =7 ! o D o 7 (m). By Lemma 5, m and n are equivalent. Let n = 7 ~!(p). Monitor n is
deterministic. To prove this, let s be a sum in n. We know that s =77 ~!(p’), where p’ appears in p, which is deterministic.
Then, either p’ isasumofa v.g,so s=v,orp'=3 ,aa.pyands=3 "  omy. O

Example 7. To determinize me = rec x. o.(0.no+x), we convert it to p = 7w (me) = rec X. «.(«.[no].nil +x). Then, we use
Rabinovich’s construction to determinize p into (for example) p’ = «.«.[no].nil. We can now see that 7 ~1(p’) = m,. W

3.2. Formula rewriting

In this second approach, we show that each formula ¢ € SHML is equivalent to some formula in deterministic form
which will yield a deterministic monitor if we apply the monitor synthesis function to it. We focus on formulae in sHML
but the proof for cHML is completely analogous. We work through an equivalent representation of formulae as systems of
equations, as this makes the steps in our constructions easier to define and follow. The reader can also see [47], where
Rabinovich uses very similar constructions to determinize processes. For the sake of readability, most of the proofs of the
technical results in this section have been placed in Appendix A.

3.2.1. Systems of equations

We give the necessary definitions and facts about systems of equations for sHML. These definitions and lemmata are
simplified versions of more general constructions. We state necessary lemmata without further explanation, but the reader
can see an appropriate source on fixed points and the w-calculus (for example, [8]).

Given tuples of sets, a = (ay,...,ar) and b = (by, ..., b;), we use the notation a-b to mean (ay,...,a,b1,...,b;). We
abuse notation and extend the operations | J and () to tuples of sets, so that | J(a,b) =aUb and if a- B € S**2, | J@a- B) =
aU|J B; similarly for (). Also, for tuples of sets, a = (aj,...,ax) and b= (b1, ...,by), a C b iff for all 1 <i <k, a; C b;. For an
environment p, a tuple of distinct variables X = (X1, ..., Xi) and a tuple of sets S =(S1, ..., Sk), where k > 1, we define

PIX1+— 51, Xo So, ... Xk = Skl = (p[X1 = S1D[X2 = Sa, ... Xk = Skl
and
PIX+— S]=p[Xi+ S1, X2~ Sa, ... Xg = Skl
Finally, for an environment p and formulae ¢, ..., @,
n n
H?_(l %pﬂ :?—(1 [ei. o],

where X . S; is the n-ary cartesian product S; x Sy X - -+ X Sp.
i=1 y p

Definition 10. A system of equations is a triple SYS = (Eq, X, ))) where X is called the principal variable in SYS, ) is a finite
set of variables and Eq is an n-tuple of equations:
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X1 =F,
X2 =F,
Xn=Fn,

where for 1 <i < j<n, X; is different from X;, F; is an expression in sHML which can contain variables in Y U
{X1, X2,..., Xy} and there is some 1 <i <n, such that X = X;. ) is called the set of free variables of SYS and is disjoint
from {X1,X2,..., Xp}. W

As we see further below, a system of equations can alternatively be understood as a simultaneous fixed point, but we
mostly use the following recursive definition to provide semantics, where Sol(SYS, p) = (S1(p), ..., Sn(p)) is an n-tuple of
sets of processes from a labeled transition system, giving solutions to every variable X; of the equation system, given an
environment p. We use the notations

def _gys def !
pIsYs] Z 2 2 p| [ X Xi )+ Sol(sys, p) |,
i=1
depending on which is clearer in each situation. For n =1, let
Sol(SYS, p) = [max X;. F1, p].

Let SYS' be a system SYS after adding a new first equation, X = F and removing X from Y; then, for Sol(SYS, p) =
(51(p), ..., Sn(p)), let for every environment p,

soy=J{s1sc [F.ox=51"]}
and

Sol(SYS', p) = (So(p), S1(P[X = So(P)Ds .-, Sn(p[X = So(P)]) -

If the primary variable of a system of equations, SYS, is X; and

Sol(SYS, p) = (S1(0), .-, Sn(p)),

then [SYS, o] = Si(p). We say that a system of equations SYS is equivalent to a formula ¢ of SHML with free variables from
Y when for every environment p, [¢, p] = [SYS, p].

Example 8. A system of equations equivalent to ¢, = max X. [¢]([¢]££ A X) is SYSe, which has no free variables and
includes the equations Xy = [@]X; and X1 = [a]ff A Xo, where Xj is the principal variable of SYS.. W

Given an environment p and such a system of equations SYS, notice that for any equation X = F of SYS, [X, p[SYS]] =
[F, p[SYS]] and that if X is the principal variable of SYS, then [X, o[SYS]] = [SYS, p]. We note that, as is well known, the
order of the calculation of the fixed points does not affect the overall outcome:

Lemma 6. Let SYS = (Eqq, X, V) and SYS' = (Eqa, X, ), where Eqy is a permutation of Eqy. Then, for all environments p, [SYS, p] =
[SYS, p]-

Therefore, for every equation X = F of the system SYS, if SYS' is the result of removing X = F from the equations and
adding X to the free variables,

[x. plsysi = {s = [[F,mm] } :

Furthermore, we can compute parts of the solution of the system (or the whole solution) as simultaneous fixed points:

Lemma 7. Let SYS = (Eq1 - Eq2, X, )), Eq1 = X i {Xi = Fi}, &1 = (X1,..., Xy), and SYS' = (Eqa, X, Y U &1). Let for all envi-
ronments p, T

k - 5y
So(p)=U[SISS |[XF17,0[XX1'—>S] ﬂ]

i=1
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Then,

Sol(SYS, p) = So(p) - Sol(SYS', p[X X1 +> So(p)]). M

As a consequence, for a set of variables {X; | i € I} of a system of equations SYS,

SYS'

Hxxi,p[m]ﬂ=u sIsc XFiaP|:XXi'—>S:| ,

iel iel iel
where SYS' is the result of removing X; = F; from the equations and adding X; to the free variables, for all i € I.

3.2.2. Standard and deterministic forms
We begin by defining a deterministic form for formulae in sHML.

Definition 11. A formula ¢ € sHML is in deterministic form iff for each pair of formulae v # v, that occur in the same
conjunction in ¢, it must be the case that ¥y = [1]y; and ¥, = [az]wé for some a1 # ap or that one of ¥y and v is a
free variable of 9. W

The following lemma justifies calling these formulae deterministic by showing that applying the monitor synthesis func-
tion to them will yield a deterministic monitor.

Lemma 8. Let ¢ € SHML be a formula in deterministic form with no free variables. Then m = (¢|) is deterministic.

Proof. By examining the definition of the monitor synthesis function, we can see that if (¢) contains a sum ) ;_,m;,
then ¢ contains a conjunction /\;c,p @i, Where for i € A, (i) =m; # yes and ) ;_, m; satisfies the constraints in Defini-
tion 7. O

Example 9. ¢, is not in deterministic form, but v, = [a¢]([]£ £ A X) is (because here X is free) and so is ¢, = [¢][«¢]££. W
We also define a standard form for formulae in SHML.

Definition 12. A formula ¢ € sHML is in standard form if all free and unguarded variables in ¢ are at the top level; that is,
p=9'n \Xi
ieS

where ¢’ does not contain a free and unguarded variable. W

Example 10. ¢, is in standard form and so is ¥, = [¢]([¢]££ A X) (although here X is free, it is also guarded). Formula
[¢]E££ A X is in standard form, because X is at the top level and so is ¢, = [e][«r]£ £, because it has no variables. Formula
max X. ([w]X AY) is not is in standard form, but the construction in the proof of Lemma 9 below transforms it into
(max X. [a¢]X) AY whichis. W

Lemma 9. Each formula in sHML is equivalent to some formula in SHML which is in standard form.
Lemma 10. Let SYS be a system of equations and X = F an equation of the system and let SYS' result from replacing X = F by X = F'.
Let SYSo be the result of removing the first equation from SYS and adding X; to the free variables, ). If for every environment p,

[F, p[SYSol] = [F’, p[SYSol], then SYS' is equivalent to the original system, SYS.

Proof. Because of Lemma 6, it suffices to prove the lemma when replacing the equation of the primary variable X1 = F; by
X1 = F{. Then,

[sYs. p]

=Usi1sic [Pt s ™))

=Usiisic [F o=
=[sys.p]. ©
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We now extend the notion of standard and deterministic forms to systems of equations.

Definition 13. Let SYS be a system of equations that is equivalent to some formula ¢ € sHML. We say that an equation,
X; = Fj is in standard form if either F; = £ £, or

Fi= \lojlX;jn N\ Y
jEKi jESi

for some finite set of indices, K; and S;. We say that SYS is in standard form if every equation in SYS is in standard form.
Lemma 11. For each formula ¢ € sHML, there exists a system of equations that is equivalent to ¢ and is in standard form.

Example 11. The system of equations that results from the construction of Lemma 11 for formula g, = max X. [o¢]([¢]££ A
X) is SYS,,, which has no free variables and includes the equations

X =[alXi,

X1 =[a]Xy A o] X7,

X; = ff,
where X is the principal variable of SYS,. W
Definition 14. Let SYS = (Eq, X1, )) be a system of equations equivalent to a formula in sHML. We say that an equation
X = AF in Eq is in deterministic form iff for each pair of expressions Fi, F» € F \ ), it must be the case that F1 = [a1]X;

and F; = [a2]X;, for some a1, @y € AcT and some i, j such that if oy =« then X; = X;. We say that SYS is in deterministic
form if every equation in Eq is in deterministic form. B

Lemma 12. For each sHML system of equations in standard form, there exists an equivalent system of equations that is in deterministic
form.

Example 12. The deterministic form of SYS, is SYS,, which has no free variables and includes the equations

X =[alX1,
X1 =[a]X12,
Xy =f£ff,
X1y = £f,

where X is the principal variable of SYS,. W

Lemma 13. Let SYS = (Eq, X1, )) be a sHML system of equations in deterministic form. There exists a formula ¢ € SHML that is in
deterministic form and is equivalent to SYS.

Finally, we are ready to prove the main theorem in this section.
Theorem 5. For each formula ¢ € SHML there exists a formula v € SHML that is equivalent to ¢ and is in deterministic form.
Proof. Follows from Lemmata 11, 12 and 13. O

Example 13. If we follow through all the constructions, starting from ¢., using Lemma 11 we construct SYS,, which is a
system of equations in standard form. From SYS,, using Lemma 12, we build system SYS,, which is in deterministic form.
Finally, from SYS] we use Lemma 13 to obtain the deterministic form of ., which happens to be ¢, = [¢][e]£f. W

This section’s conclusion is that to monitor an sHML formula, it is enough to consider deterministic monitors. On the
other hand, if we are concerned with the computational cost of constructing a monitor (and we are), it is natural to ask
what the cost of determinizing a monitor is. The following Section 4 is devoted to answering this and related questions.
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Table 4
System N is the result of replacing rule MREc by rules
MRECF and MRECB.

MRECF*T MRECB =
recx. my — My X —> Dx

Table 5
System M is the result of replacing rule MREcC by rules
MRECF and MRECP.

MREcFir MRECP
recx. my — My X — my

4. Bounds for determinizing monitors

The purpose of this section is to establish bounds on the sizes of monitors, to compare the succinctness of (nondeter-
ministic) finite automata and monitors, and to determine the cost of converting nondeterministic monitors into equivalent
deterministic ones. It is hard to extract bounds from the constructions of Section 3. Therefore, we examine a different ap-
proach in this section. We remind the reader that, in this section, we consider monitors which use only the yes verdict —
although treating monitors which use only the no verdict instead is completely analogous and we can also treat monitors
which use both verdicts as described in Section 5.

4.1. Semantic transformations

For convenience, we slightly alter the behavior of monitors to simplify this section’s arguments. Specifically, we provide
three different sets of rules to define the behavior of the monitors, but we prove these are equivalent with respect to the
traces which can reach a yes value, which is what we need for this section. Fix a reference monitor, which intuitively
corresponds to the start state of a monitor LTS we consider. All other monitors are submonitors of this reference monitor.
We assume without loss of generality that each variable x appears in the scope of a unique monitor py = rec x. my. The
monitors may behave according to a system of rules. System O is the old system of rules, as given in Table 2 of Section 2.1;
system N is given by replacing rule MREc by the rules given by Table 4.

Derivations —> and = are defined as before, but the resulting relations are called — ¢ and =, and —y and
=, respectively for systems O and N. This subsection’s main result, as given by Corollary 1, is that systems O and N are
equivalent. That is, for any monitor m, trace t, and value v,

méo v if and only if méN V.

To prove the equivalence of the two systems, we introduce an intermediate system, which we call system M. This is the
result of replacing rule MREc of system O by the rules given by Table 5.

For system M as well, derivations —> and = are defined as before, but the resulting relations are called —; and =,
for system M, to distinguish them from — o, =0, —> n, and = y. Notice that the syntax used in system O and systems M
and N is necessarily different. While systems M and N require unique py and my and no substitutions occur in a derivation,
the substitutions which occur in rule MREc produce new monitors and can result for each variable x in several monitors of
the form rec x. m. For example, consider monitor

m=recx. (x.yes+ B.recy. (x.x+ B.y)).

In this case, py=m and py, =rec y. (a.x+ B.y), but by rule MREC of system O,

m 5 a.yes + B.rec y.(@.recx. (w.yes + B.recy. (ax+ B.y)) +B.y)
% rec y. (@.recx. (a.yes + f.recy. (@.x+B.y)) +B.y) =p),

but py # p’y and they are both of the form rec y. m, which means that they cannot both appear in a derivation of system
N or M. Thus, when comparing the two systems, we assume one specific initial monitor pg, from which all derivations
in both systems are assumed to originate. Monitor pg satisfies the syntactic conditions for systems M and N and this is
enough, since all transitions that can occur in these systems only generate submonitors of pg.

The reason for changing the rules in the operational semantics of monitors is that for our succinctness results we need
to track when recursion is used to reach a previous state of the monitor (i.e. a previous monitor in the derivation) by
tracking when rule MRECB is used and then claim that this move takes us back a few steps in the derivation. Thus, we will
be using system N for the remainder of this section. However, before that we need to demonstrate that it is equivalent to

system O, in that for every monitor m, trace t, and value v, m =t>o v iff m =t>N v. We prove this claim in this subsection by
demonstrating equivalence of both systems to system M.
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Lemma 14. Given monitors m, n and action o € ACT, m —y niffm —py niffm —o n.

Proof. Notice that in all three systems, m 2 ncan only be produced by a combination of rules MAcT, MSELL, and MSELR (all
variants of MREC can only produce t-transitions, which are preserved through MSELL and MSELR). Since all three rules are
present in all three systems, when this transition is provable in one of the systems, it can be replicated in each of them. O

Lemma 15. [fm ;M n, then there is some variable x, such that m is a sum of x or of pyx and n = my.

Proof. Notice that t-transitions can only be introduced by rules MRECF and MRECP. Moreover, 7-transitions of monitors my

and my are propagated to my + my via rules MSELL and MSELR. Then, it is not hard to verify that if m 5 m n was produced
by MRECF or MRECP, then m, n satisfy the property asserted by the lemma. Moreover, rules MSELL and MSELR preserve this
property. O

Lemma 16. [f m i>N n, then there is some variable x, such that either m is a sum of x and n = py, or m is a sum of py and n = my.

Proof. Very similar to the proof of Lemma 15. O

Lemma 17.If m LN o N, then there is a monitor r = rec x. r’, such that m is a sum of r and n =r'[r/x].
Proof. Again, very similar to the proof of Lemma 15. O

We first prove the equivalence of the systems M and N.
Lemma 18. For a monitor m, trace t, and value v, m =[>N v iffm =t>M v.

Proof. We first prove that if m =t>M v, then m =t>N v by induction on the length of the derivation m =t>M v.

If m=v, then we are done, as the trivial derivation exists for both systems.

Ifm i>M m’ QM v, thenm ﬁm m’ by Lemma 14. By the inductive hypothesis, m’ =t>N v and we are done.
If m ;M m’ =t>M v, then by Lemma 15, there is some variable x, such that m is a sum of x or of py and m’ = my. Then, if

T . T T . . . t
m a sum of py, m —y my and if m a sum of x, then m — y px — Ny my = m’. By the inductive hypothesis, m’ =y v
and we are done.

We now prove that if m =t>N v, then m éM v, again by induction on the length of the derivation m =t>N v. The only different
case from above is for when m i>N m =t>N v. In this case, by Lemma 16, there is some variable x, such that m is a sum of
x and m’ = py, or m is a sum of py and m’ = my. Then, if m a sum of py, m L>M my =m’ and by the inductive hypothesis,
m’ éM v and we are done. If m a sum of x, then m’ = py # v, so the derivation is of the form m LN m’ = py L>N my =t>N v
(as px can only transition to my), thus m ;M my. By the inductive hypothesis, my =t>M v and we are done. O

Now we prove the equivalence of systems O and M.

Lemma 19. For a monitor m, trace t, and value v, m —L>M viffm éo v.

Proof. As we mentioned before, the syntax used in systems O and M is necessarily different. While rule MRECP requires
a unique my (and thus a unique py), the substitutions which occur in rule MREc often result in several monitors of the
form rec x. m. The central idea of this proof is that if the derivation we consider starts with a monitor whose submonitors
satisfy the uniqueness conditions we have demanded in systems M and N for rec x. m, then all produced monitors of the
form rec x. m are somehow equivalent.

Thus, we assume an initial monitor pg, such that all derivations considered are subderivations of a derivation initialized
at po and such that every x is bound in a unique submonitor rec x. m, which is py as required in system M. We define
= to be the smallest equivalence relation such that for all variables x, x = px and that for all m and d =x, m =m[d/x]. We
now proceed to establish a number of auxiliary claims.

1. For every m = rec x. d which appears in a derivation in O from pg, m = px. We prove this claim as follows. Since only
substitution can introduce new monitors of the form rec x. d and initially, for each variable x the only such monitor
is px, we can use induction on the overall number of substitutions in the derivation from pg to prove the claim. If no
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substitutions happened, the claim is trivial. Say the derivation so far is of the form pg =0 rec y. r 5o rlrec y.1/yl,
with r[rec y. r/y] being the latest substitution in the derivation, such that the claim holds for all submonitors of
monitors appearing in pg 20 rec y. 1. Let m=rec x. d be a submonitor of r[rec y. r/y]. We know by the inductive
hypothesis that rec y. r = py = y; then, there is some m' = rec x. d’ submonitor of rec y. r (thus, m’ = py) and
m=m'[rec y. r/y], but by the definition of =, m=m’ = py.

2. For a value v and monitor m, if v =m, thenm = v. To see this, notice that =y; such that for value v, v=p m iff v=m and
for m, m’ which are not values, always m =), m’, satisfies the above conditions, therefore = C =y.

3. If m+d =r, then there are m’ +d =r, where m =m’ and d = d’. Indeed, notice that = can be constructed as the
union | J;cpy =i, where =g includes all pairs (m, m), (x, px), (px, %), while =;;1 has all pairs in =; and all (m, m[d/x]),
(m[d/x],m) and (m,r), (r,m), where d =; x and m =; m’ =; r; also, notice that neither x not py is of the form m+d and
all steps of the construction preserve the claim.

4. If a.m =, then there is some «.d =r, where m = d. The proof of this claim is the same as the one for the one above.

5. Ifrecx.m=rorx=r, then x =r or there is some rec x. d =r, where m = d. This is proved as above.

6. If m=rand mis asum of d, thenr is a sum of some d’ = d. By induction on the construction of a sum and the claim for +.

By the second claim, it is enough to prove that if m=m’ and m Lo d, then there is some d’ =d, such that m’ LM d" and

conversely, if m=m’ and m’ LM d’, then there is some d = d’, such that m im d (notice that this makes = a bisimulation).
We now show these two statements separately.

Assume, first of all that m=m’ and m ¢ d.

If w =1, then by Lemma 17, m is a sum of rec x. r and d =r[m/x] — from the last claim above, we assume for
simplicity that m = rec x. r and it does not affect the proof. By the claims above, either m’ = x or m’ = rec x. d’, where
r=d'. Since r =r[m/x] =d, if M’ = rec x. d’, then m' = rec x. d’ L>M d’=r=d and we are done. Otherwise, m’ = x and
by the first claim, m = py, so my =r =d, therefore m’ =x ;M my =d and we are done.

If w =« € Acr, then m is a sum of some «.d, so by the claims above, m’ is the sum of some «.d’, where d’ =d; thus,
"

m —M d.

For the converse, let m=m’ and m’ inw d.

If u € Act, then the argument is as above. If & = 7, then by Lemma 15, m’ is a sum of x or py and d’ = m,. Therefore,
by the claims above, either m = x, which cannot occur in system O, or m = rec x. d, for some d = my. Therefore, m o
dim/x]=d=d. O

Corollary 1. For a monitor m, trace t, and value v, m =t>N viffm =[>M viffm =[>o V.

By Corollary 1, systems M, N, and O are equivalent, so we will be using whichever is more convenient in the proofs that
follow. For the remainder of this section, we use system N and we call -y and =y simply — and =, respectively.

There are three reasons for changing the operational semantics rules of monitors. One is that, for the bounds we prove,
we need to track when recursion is used in a derivation. Another is that in System N (unlike in System O) it is clear
which monitors may appear in a derivation starting from monitor m (namely, at most all submonitors of m), which in
turn makes it easier to construct an LTS — and also to transform a monitor into an automaton. For instance, consider
m=rec X. («.Xx+ f.yes). In System O, m LN o.(rec x. (0.x+ B.yes)) + B.yes, which is not a subterm of m. On the other
hand, in System N, m Soax+ B.yes, which is a subterm of m. Finally, and partly due to the previous observation, we can

see that a monitor, viewed as an LTS, has a specific form: it is a rooted tree with labeled edges provided by i>, with some
back edges, which result from recursion (namely, from the rule REcB in Table 4).

When using System N, we need to be more careful with the definition of determinism. Notice that it is possible to have
a nondeterministic monitor, which has a deterministic submonitor. For instance, py = rec x. (@.Xx+ «.yes) is nondetermin-
istic, while according to our definition of determinism, «.x is deterministic (specifically, all variables are deterministic). The
issue here is that although «.x is deterministic in form, it can transition to (x and then to) py, which is not. This is not a
situation we encountered in System O, because there variables do not derive anything on their own and all monitors we
consider are closed. In System N, though, a variable x can appear in a derivation and it can derive py, so it would not be
reasonable to consider a variable deterministic — and thus judge the determinism of a monitor only from its structure. In
other words, our definition of a deterministic monitor additionally demands that said monitor is closed; alternatively, for
a monitor which appears in a derivation to be deterministic, we demand that the initial monitor pg be deterministic (by
Definition 7).

4.2. Size bounds for monitors
We present upper and lower bounds on the size of monitors. We first compare monitors to finite automata and then we

examine the efficiency of monitor determinization. Note that monitors can be considered a special case of nondeterministic
finite automata (NFA) and this observation is made explicit.
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This section’s results are the following. We first provide methods to transform monitors to automata and back. One of
the consequences of these transformations is that we can use the classic subset construction for the determinization of NFAs
and thus determinize monitors. One advantage of this method over the one given in the previous sections is that it makes
it easier to extract upper bounds on the size of the constructed monitors. Another is that it can be applied to an equivalent
NFA, which can be smaller than the given monitor, thus resulting in a smaller deterministic monitor. Then, we demonstrate
that there is an infinite family of languages (L;),cN, such that for each n, L, is recognizable by an NFA of n + 1 states, a
DFA of 2" states, a monitor of size O(2"), and a deterministic monitor of size 220 Furthermore, we cannot do better, as
we demonstrate that any monitor which accepts L, must be of size Q2(2") and every deterministic monitor which accepts

. Q(n)
L, must be of size 22" .

4.2.1. From monitors to finite automata
A monitor can be considered to be a finite automaton with its submonitors as states and = as its transition relation.

Here we make this observation explicit.”> For a monitor m, we define the automaton A(m) to be (Q, AcT, §, qo, F), where

e Q, the set of states, is the set of submonitors of m;

e AcT, the set of actions, is also the alphabet of the automaton;
d €s(d, a) iffd =" d';

qo, the initial state is m;

F = {yes}, that is, yes is the only accepting state.

Proposition 1. Let m be a monitor and t € AcT* a trace. Then, A(m) accepts t iff t N yes.

Proof. We actually prove that for every q € Q, Aq(m) = (Q,AcT, §,d, F) accepts t iff g = yes and we do this by induction
on t. If t =€, then Aq(m) accepts iff q € F iff g = yes iff ¢ = yes. If t =at’, then

Agq(m) accepts t

iff there is some q’ € §(q, ) such that Ay (m) accepts t’

iff there is some ¢’ s.t. g =— ¢’ and ¢’ t:/yes

iff q =t>yes. O

Notice that A(m) has at most |m| states (because Q only includes submonitors of m), but probably fewer, since two
occurrences of the same monitor as submonitors of m give the same state — and we can cut that down a bit by removing
submonitors which can only be reached through t-transitions. Furthermore, if m is deterministic, then A(m) is deterministic.

Corollary 2. For every monitor m, there is an automaton A which accepts the same language and has at most |m| states. Furthermore,
if m is deterministic, then A is a DFA.

Corollary 3. All languages recognized by monitors are regular.

res, cls

Fig. 2. The automaton corresponding to the monitor of Fig. 1 (in this case, the verdict used is no instead of yes).

See Fig. 2.

2 The definition to follow is possible because system N only transitions to submonitors of an initial monitor; otherwise we would need to consider all
monitors reachable through transitions and it would not be as clear which ones these are.
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4.2.2. From automata to monitors

We would also like to be able to transform a finite automaton to a monitor and thus recognize regular languages
by monitors. This is not always possible, though, since there are simple regular languages not recognized by any monitor.
Consider, for example, (11)*, which includes all strings of ones of even length. If there were such a monitor for the language,
since € is in the language, the monitor could only be yes, which accepts everything (so, this conclusion is also true for any
regular language of the form € + L # AcT*).

One of the properties which differentiates monitors from automata is the fact that verdicts are irrevocable for monitors.

Therefore, if for a monitor m and finite trace t, m & ves, then for every trace t’, it is also the case that m £ ves (because

of rule MVERD, which yields that for every t’, yes t:/ yes). So, if L is a regular language on AcT recognized by a monitor,
then L has the property that for every t,t’ € Act®, if t € L, then tt’ € L. We call such languages irrevocable (we could also
call them suffix-closed).

Now, consider an automaton which recognizes an irrevocable language. Then, if q is any (reachable) accepting state of
the automaton, notice that if we can reach ¢ through a word ¢, then t is in the language and so is every ta; therefore,
we can safely add an «-transition from g to an accepting state (for example, itself) if no such transition exists. We call an
automaton which can always transition from an accepting state to an accepting state irrevocable. Note that in an irrevocable
DFA, all transitions from accepting states go to accepting states.

Corollary 4. A language is regular and irrevocable if and only if it is recognized by an irrevocable NFA.
Corollary 5. A language is regular and irrevocable if and only if it is recognized by an irrevocable DFA.
Proof. Simply notice that the usual subset construction on an irrevocable NFA gives an irrevocable DFA. O

Let A= (Q,AcT,$, qo, F) be an automaton and n=|Q|. For 1 <k<n, q1,q2,...,qx € Q and a1, a2, ...,®_1 €ACT, P =
q1001q2002 - - - 0k _1qx is a path of length k on the automaton if all g1, q2, ..., qx are distinct and for 0 <i <k, qit+1 € §(qi, @i).
Given such path, Plg;, =q1,42,...,q; and gp = qx. By q € P we (abuse notation and) mean that q appears in P. When
g1 = qo, we say that the path originates at qg.

Given an irrevocable NFA, we can construct an equivalent (in that it accepts the same traces) monitor through a pro-
cedure which can be described informally in the following way. We first unravel the NFA into a tree: we make a copy of
each state g for all paths from the initial state that end with q. Then, we map each node of this tree to a monitor, such
that in the end, the root is mapped to the resulting equivalent monitor. The leaves that correspond to an accepting state
are mapped to yes; we use action applications to describe forward tree edges and recursion for back edges — there is no
need for cross edges. (See Fig. 3 for an example of the transformation.) If the automaton is deterministic, so is the resulting
monitor.

recx. (0.(1.yes +0.x) + 1.(1.yes + 0.x))

l.yes+0.x l.yes+0.x
ves ves

Fig. 3. Transformation of an automaton into a monitor: DFA to tree unraveling to deterministic monitor.

Theorem 6. Given an irrevocable NFA of n states, there is a monitor of size 20 196" which accepts the same traces as the automaton.

Proof. Let A= (Q,AcT,$,qo, F) be an irrevocable finite automaton and n = |Q |. We can assume that F has a single accept-
ing state (since all states in F behave the same way), which we call Y. For some q € Q, Ag =(Q,AcT, §,q, F), which is the
same automaton, but the run starts from gq. Given a set S of monitors, ) _ S is some sum of all elements of S.

For every path P =qqaq - --ag_1q, of length k <n on Q, we construct a monitor m(P) by recursion on n — k.
If gp =Y, then m(P) = yes. Otherwise,
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> {a.m(Paq) |« € AcTand q € 8(qp,a) and q ¢ P}
m(P) =rec xp. +
Z{a.xmq | € Actand q € 8(qp,a) and g € P}
This was a recursive definition, because if n =k, all transitions from qp lead back to a state in P. Let m = m(qp). Notice
that m satisfies our assumptions that all variables x (i.e. xp) are bound by a unique py (i.e. m(P)). Furthermore, following
the definition above, for each path P originating at go we have generated at most 2|AcT| - n new submonitors of m(P) —
this includes all the generated sums of submonitors of the forms o.m(Paq) and «.xp, and m(P) itself. Specifically, if the
number of transitions from each state is at most A (A is at most n|Act|), then for each path P originating at qo we have
generated at most 2A new submonitors of m(P). If the number of paths originating at qo is I, then

Im| <2A - TI.
Let P = qi1q202 - - ok_1qx be a path on Q. Notice that q1q,---qx is a permutation of length k of elements of Q and
o100 - - ag_q is a (k — 1)-tuple of elements form AcT. Therefore, the number of paths originating at qg is at most
n—1
M < > JActf* (k) < (=) |Act" ' -n = |Act|"" - (n!)
k=1
and thus,

Im| < 2n|Act| - |AcT|" ' - (n!) = 2n|Act|* - (n!) = 200logm
To prove that m accepts the same traces as A, we prove the following claim.

Claim: for every such path P, m(P) =[>yes if and only if Aq, accepts t.
We prove the claim by induction on t.

If t =€, then m(P) = ves iff m(P) = yes iff gp = Y.
If t =at’ and Aq, accepts t, then there is some q € §(qp, @), such that A, accepts t’. We consider the following cases:

- if gp =Y, then m(P) =vyes =t>yes:
- if g € P, then m(P) LN Xp, LN m(Pq) and by the inductive hypothesis, m(Pyq) LN ves;

- otherwise, m(P) NN m(Paq) and therefore, by the inductive hypothesis, m(Paq) é yes.

If t = at’ and m(P) 5 ves and qp # Y, then there is some q € §(qp, &), such that either m(P) NN m(Paq) t:/ ves (when

q ¢ P), or m(P) LN Xp|, 5 m(P|q) é> ves (when q € P); in both cases, by the inductive hypothesis, A; accepts t’, so A
accepts t. O

Corollary 6. Given an irrevocable DFA of n states, there is a deterministic monitor of size at most 2n - |Act|™ = 2°®™ which accepts the
same traces as the automaton.’

Proof. Notice that the proof of Theorem 6 works for DFAs as well. We use the same construction. Unless m = yes, every
recursive operator (except the first one), variable, and value is prefixed by an action; furthermore, if A is deterministic and
o.p1, ®.pp appear as part of the same sum, then p; = p». So, we have constructed a deterministic monitor.

Since A is deterministic, given a state qq, every path in A, qioq---ox_1qy is fully defined by the sequence of actions
which appear in the path, oy, - - - 1. Since k <n, the number of such paths in A is thus at most

n
> lAcr! <n - |Act T
k=1

As we mentioned in the proof of Theorem 6, if the number of paths originating at qo is IT and the number of transitions
from each state is at most A, then

Im| <2A-T1
and therefore,
Im| < 2n|Act|". O

3 Note that if |[Act| = 1, then this Corollary claims a linear bound on the size of the deterministic monitor with respect to the number of states of the
DFA. See Corollary 18 at the end of this section and the discussion right above it for more details.
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Corollary 7. A language is regular and irrevocable if and only if it is recognized by a (deterministic) monitor.
. ) o : . m|
Corollary 8. Let m be a monitor for ¢. Then, there is a deterministic monitor for ¢ of size 2002™).

Proof. Transform m into an equivalent NFA of at most |m| states, then to a DFA of 2/™! states, and then, into an equivalent
deterministic monitor of size 202™). o

Now, this is a horrible upper bound. Unfortunately, as the remainder of this section demonstrates, we cannot do much
better.

4.2.3. Lower bound for (nondeterministic) monitor size

It is easier to understand the intuition behind the lower bounds for constructing monitors after realizing that the LTS
of a monitor is a rooted tree with additional back edges. The tree is the monitor’s syntactic tree; a transition generated by
rules MAcT and MRECF (and then, possibly MSEL) is a transition from a parent to a child and a transition generated by rule
MRECB (and then, possibly MSEL) is a transition to an ancestor (rule MVERD gives self-loops for the leaves). Furthermore,
we note that from every node of this tree, distinct actions transition to distinct nodes. This is the form generated from the
construction of Theorem 6.

The family of languages we consider is (initially) the following. For n > 1, let

Ly={a1B {0, 1} | |Bl=n—1}.

This is a well-known example of a regular language recognizable by an NFA of n + 1 states, by a DFA of 2" states, but by
no DFA of fewer than 2" states. As we have mentioned, monitors do not behave exactly the way automata do and can only
recognize irrevocable languages. Therefore, we modify L, to mark the ending of a word with a special character, e, and
make it irrevocable. Thus,*

My ={aeB €{0,1,e}* | € Ly}.

Note that an automaton (deterministic or not) accepting L, can easily be transformed into one (of the same kind)
accepting My by introducing two new states, Y and N, where Y is accepting and N is not, so that all transitions from Y
go to Y and from N go to N (N is a junk state, thus unnecessary for NFAs); then we add an e-transition from all accepting
states to Y and from all other states to N. The reverse transformation is also possible: From an automaton accepting M, we
can have a new one accepting L, by shedding all e-transitions and turning all states that can e-transition to an accepting
state of the old automaton to accepting states. The details are left to the reader.

Thus, there is an NFA for M, with n + 2 states and a DFA for M, with 2" + 2 states, but no less. We construct a
(nondeterministic) monitor for M, of size O(2"). For every « € {0, 1}*, where |¢| =k <n — 1, we construct a monitor my
by induction on n — k: if k=n — 1, my = e.yes; otherwise, my = 0.mgo + 1.My1. Let m = rec x. (0.x+ 1.x + 1.m¢). Then,
m mimics the behavior of the NFA for M,, and |m| =8 + |m¢| = 0(2").

The idea behind showing that there is no monitor for M, of size less than 2" is that for every w € {0, 1}"~!, 1we is an
accepted trace. Furthermore, after reading the first letter, the monitor tree is not allowed to use a back edge (i.e. recursion),
or it could accept a shorter trace. By the observation above about the form of a monitor as a tree, the monitor is (at least)
a complete binary tree of height n — 1. In the following, we make this argument more explicit.

Definition 15. We call a derivation m = m’ simple, if rules MRECB and MVERD are not used in the proof of any transition of
the derivation. We say that a trace t € AcT* is simple for monitor m if there is a simple derivation m = m'. We say that a
set G of simple traces for m is simple for m. W

Lemma 20. Every subderivation of a simple derivation is simple.

Corollary 9. Ift’' C t and t is a simple trace for monitor m, then t’ is also a simple trace for m.

Lemma 21. Let m be a monitor and G a (finite) simple set of traces for m. Then, |m| > |G|.

Proof. By structural induction on m.

If m=vorx, then |G| is either empty or {¢} and |m| > 1.

4 Note that we can also allow for infinite traces without consequence.
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If m=o.d, then all non-trivial derivations that start from m, begin with m 2, d. Therefore, all traces in G, except perhaps
for €, are of the form «t. Let G, = {t € AcT* | ot € G}. Then, |G| < |Gy| + 1, as there is a 1-1 and onto mapping
from G \ {€} to G,, namely «t > t. By the inductive hypothesis, |d| > |Gy|, so [m|=|d| + 1> |Gy| + 1 >|G]|.

If m=d+r, then notice that all derivations that start from m (including the trivial one, if you consider m = m and d = d
to be the same) can also start from either d or r. Therefore, G = G4 U G, where G4 is simple for d and G, is simple
for r. Then, |m| = |d| + |r| > |G4| + |G| > |G]|.

If m = rec x.d, then all non-trivial derivations that start from m, must begin with m 5 Therefore, it is not hard to see
that G is simple for d as well, so jm|=|d|+1>|G|. O

Corollary 10. Let t be a simple trace for m. Then, h(m) > |t|.

Proof. Very similar to the proof of Lemma 21. O

Corollary 11. Let m be a monitor and G a simple set of traces for m. Then, G is finite.
Proof. Notice that [m|e N. O

Corollary 12. Let m be a monitor and t a simple trace for m. Then, t is finite.

Proof. A direct consequence of Corollary 10. O

Lemma 22. In a derivation m = X, such that x is bound in m, a sum of px must appear acting as px.

Proof. By induction on the length of the derivation. If it is 0, then m = x and x is not bound. Otherwise, notice that

naturally, x is bound in m, but x is not bound in x. Let m L a5 @ be the longest initial subderivation such that x remains
bound in d. Thus, it must be the case that x is not bound in d’. The only rule which can have this effect is MRECF, possibly
combined with MSEL, so d is a sum of py acting as px. O

The following lemma demonstrates that derivations which are not simple enjoy a property which resembles the classic
Pumping Lemma for regular languages.

xu'z

Lemma 23. Let m = d, such that t is not simple for m. Then, there are t = xuz, such that |u| > 0 and for everyi ¢ N,m = d.

Proof. Let m = d be a non-simple derivation D. We assume that there are no s(i>)+px parts in it, where s is a sum of py
acting as py; otherwise remove them and the resulting derivation is non-simple, because t is non-simple. Let s C t be the

longest prefix of t, such that subderivation m >ris simple. Then, there is a s C t, such that there is a subderivation of D,
m3r%+andinr S 1, either MVERD or MRECB is used and neither is used in m = r. If MVERD is used, then m = v as
i —,
part of D, so d=v and m 2y v, for su=t and i € N. If MRECB is used, then m = x —— Px; by Lemma 22, a sum of py
. . S, u . . . .
acting as px, say Sx must appear in m = X, so Sy = px is thus part of the derivation and |u| > 0 by our assumption at the

i
beginning of the proof. Then, for some x, z, t = xuz and for every i e N, m 224 o

Corollary 13. Let m be a monitor and t a trace, such that |t| > h(m). Then, there are t = xuz and a monitor d, such that |u| > 0 and

. xu'z
foreveryie N,m = d.

Proposition 2. Let m be a monitor for My. Then, |m| >3- 2"~ 1,

Proof. Because of Lemma 21, it suffices to find a set G of simple traces for m, such that |G| > 3-2"~1. We define

G={te{0,1,e}" |t C 1se, wheres e {0, 1}"1}.

Then, |G| > 3-2""!, so it suffices to demonstrate that all traces in G are simple. In turn, it suffices to demonstrate that for
se{0,1}"1, 1se is simple. If it is not, then by Lemma 23, since m % ves, there is a (strictly) shorter trace t, such that
m =t> yes, which contradicts our assumption that m is a monitor for M,. O

We have thus demonstrated that for every n > 1, there is a monitor for M, of size 0(2") and furthermore, that there
is no monitor for M, of size less than 3-2""1. So, to recognize languages M,, monitors of size exponential with respect
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to n are required and thus we have a lower bound on the construction of a monitor from an NFA, which is close to the
respective upper bound provided by Theorem 6.

4.2.4. Lower bound for deterministic monitor size

We now consider deterministic monitors. We demonstrate (see Theorem 7) that to recognize languages M, a determin-
istic monitors needs to be of size 22" Therefore, a construction of a deterministic monitor from an equivalent NFA can
result in a double-exponential blowup in the size of the monitor; constructing a deterministic monitor from an equivalent
nondeterministic one can result in an exponential blowup in the size of the monitor. As Theorem 8 demonstrates, the sit-

uation is actually worse for the determinization of monitors, as there is a family U, of irrevocable regular languages, such

that for n > 1, U, is recognized by a nondeterministic monitor of size O (n), but by no deterministic one of size Q2otnlosm

The proof of Theorem 8 relies on a result by Chrobak [15] for unary languages (languages on only one symbol), who
showed that for every n, there is a unary language Ch, which is recognized by an NFA with n states, but by no DFA with

Jnl . .

eo< g Ogn) states. Uy, is then the set of word w € {0, 1}, such that the 0’s or the 1's in w are a word from Chy,. Then, from
a deterministic monitor for U, we can extract a unary DFA for Ch, by following the 0*1- or 1*0-transitions of the monitor,
until the first time recursion was used (i.e. a back edge was followed). Therefore, the first time the deterministic monitor

(vroe)

has a back edge is at distance at least e’

oolviwn)

from the root; so, it contains at least a complete binary tree of height

Lemma 24. Let m be a deterministic monitor. If m = m’, then m’ is deterministic.

Proof. Both m and m’ are submonitors of the original monitor pg. If m is deterministic, then so is pg, and so is m’. O

Lemma 25. If m + m’ is deterministic, then m +m’ 7.

Proof. The monitor m +m’ is a submonitor of the initial monitor, which is deterministic, so m +m’ must be of the form
Y wea .My, We continue by induction on m+m’: if m=«.r and m’ = g.r’, then by the production rules, only m +m’ X

and m +m’ LN r’ are allowed; if one of m, m’ is also a sum, then by the derivation rules, if m + m’ =, then also m = or
m' 5, but by the inductive hypothesis, this is a contradiction. O

Corollary 14. Only t-transitions of the form x N px and recx. m S mare allowed for deterministic monitors.
Lemma 26. Let m ~ m’ be deterministic monitors. If m Sdandm' = d, thend ~d'.

Proof. First, notice that x ~ py, since all derivations from x are either trivial or must start with x N px. For the same reason,
rec Xx. m ~m. Therefore, by Corollary 14, if r 51/, then r ~ . Now we can prove the lemma by induction on [t].

Ift =€, then m=d and m’ = d’, so (by the observation above) d ~m~m’' ~d'.
Ift =at’, then we demonstrate that if m = r and m’ = r, then r ~ 1’ and, by induction, we are done. In fact, by our

. . . o o o o
observations, it is enough to prove that if m — r and m’ — r/, then r ~r’. Thus, let m — r and m’ — r’; then,
m is a sum of «.r and of no other «.f (because m is deterministic) and m’ is a sum of «.r’ and of no other «.f.

If r = 1/, then there is a trace s and value v, such that r = v and r’ ;2) v (or 1’ =vandr ;é v, but this case is
symmetric). Therefore, m => v, but since all derivations from m’ on trace as must start from m’ ritm Sy,
also 1’ = v, so m ~m', a contradiction. Therefore, r ~ ' and the proof is complete. O

Corollary 15. If m is deterministic, m Ldandm=d, thend ~d'.

Corollary 16. If m is deterministic, m EN d,and m & v, where v is a value, thend = v.
Lemma 27. [f m is a deterministic monitor and d is a submonitor of m, such that d is a sum of some py, then d = py.

Proof. By the definition of deterministic monitors, r + py is not allowed. O

Corollary 17. In a derivation m = x, such that x is bound in m and m is deterministic, px must appear.
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Proof. Combine Lemmata 22 and 27. O

Lemma 28. Let m = d, such that t is not simple for m and m is deterministic. Then, there are t = xuz and monitor r, such that |u| >0
andm3r3r3d.

Proof. Similar to the proof of Lemma 23, but use Corollary 17, instead of Lemma 22. O

e . . Q
Theorem 7. Let m be a deterministic monitor for M. Then, |m| = 22 o

Proof. We construct a set of simple traces of size ((2%/3~1 —1)!) and by Lemma 21 this is enough to prove our claim. Let
k=[n/3] — 1 (actually, for simplicity we assume n = 3k + 3, as this does not affect our arguments); let

A={ae0, l}k | atleast one 1 appears ina},

let

B= {lalOkla €{0,1}" |a e A},

and let
G ={xe€{0,1}" | xC g, where g is a permutation of B};

then, |A| = |B] =2% — 1 and |G| > |B|! = 2%(BIlog B — 222 — 22% ¢ remains to demonstrate that all permutations g of
B, are simple traces for m. Let g be such a permutation. Let h = (2 — 1)! and g =gg3 - -- g, where g1, 82,...,8, € B and
for all such g;, let gj = 1b;101b;.

Notice that g is designed so that in every subsequence of length n of g, 0% can appear at most once, specifically as the
area of O in the middle of a g; € B as defined. If 0% appears in an area of k contiguous positions, then that area cannot
include one of the separating 1’s, so it must be an a € A, which cannot happen by the definition of A, or the area of 0
in the middle of a b € B as defined. If there is another area of 0F closer than 2k + 3 positions away, again, it must be
some a € A, which cannot be the case. Furthermore, and because of this observation, for every a € A, 01a and a10¥ appear
exactly once in g.

For traces x, y, we say that x ~ y if for every trace z,

xz € My iff yze M.

For trace x, if |x| > n, we define I(x) to be such that |I(x)| =n and there is x'I(x) = x; if |x| <n, we define I(x) = 0" Ix,
Notice that for traces x, y, x ~ y iff [(x) =1(y). Also, that if |x] > n, [(x) must be in one of the three forms below:

1. I(x) = 0™ 1a;1a,10™ for some nq +ny =k and aj,a; € A (in this case, 10¥1a;1a,10™ = 10™2[(x) are the last n + n
positions of x), or

2. I(x) =d;1a110¥1d, for some d C a; € A, or

3. I(x) =d110%1a;d; for some a’d; =a; € A.

Claim: For x, y C g, if x ~ y, then x = y. Otherwise, there are x, y C g, such that I(x) =I(y), but x # y. We have the following
cases:

|x], |y| <n: in this case, there are nq,ny <n, such that 0"x =0"y; because x and y start with 1, then n; =n; and x=y.

|x| <n < |y|: y must be in one of the forms described above, so if I(y) = 0™ 1a;1a10"2, then x = 1a;1a;10™, which is a
contradiction, because x is not in an appropriate form (right after 1a;1, there should be 0 £ ay);
if [(x) =1(y) =d;1a;10%1d;, then 101 must appear exactly once in x, so d; = 0™ and a; = b1, meaning that y is
an initial fragment of g, thus di; = € a contradiction, because [(x) starts with 0;
if 1(x) = d110%1a1d,, then we already have a contradiction, because there is some |a’'| > k + 1, such that x starts
with @’10%1, so dq = ¢, but |d| <k.

IxI, Iyl = n: I(x) =I(y), so they must be of the same form; if I(x) = I(y) = 0™ 1a;1a;10"2, then 10¥1a;1a510™ are the last
n +ny positions of x and of y, so if x # y, then we found two different places in g where 10%¥1a; appears, a
contradiction; the cases of the other forms are similar.

Now, if g is not simple, then by Lemma 28, there are x _ y C g, such that m XAdand md. Furthermore, by Corol-
lary 15, if m Y g1 and m N q2, q1 ~d~ qy. If xz€ My, then m Ara yes, so m N ', where I ~1, s0 ' = yes, meaning
that yz € My, Similarly, if yz € My, then xz € Mp, therefore x ~ y. Finally, since x # y and x ~ y, we have a contradiction by
the claim we proved above, so g is simple and the proof complete. O
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Language M, above demonstrates an exponential gap between the state size of NFAs, (DFAs,) nondeterministic monitors,
and deterministic monitors. Therefore, the upper bounds provided by Theorem 6 and Corollary 6 cannot be improved signif-
icantly. On the other hand, it is not clear what the gap between a nondeterministic monitor and an equivalent deterministic
one has to be. Corollary 8 informs us that for every monitor of size n, there is an equivalent deterministic one of size 20@");
on the other hand, Theorem 7 presents a language (namely My) which is recognized by a (nondeterministic) monitor of size
k (= 0(2")), but by no deterministic monitor of size 2°®. These bounds are significantly different, as there is an exponential
gap between them, and they raise the question whether there is a more sophisticated (and efficient) procedure than turning
a monitor into an NFA, then using the usual subset construction, and then turning the resulting DFA back into a monitor, as
was done in Corollary 8. Theorem 8 demonstrates that the upper bound of Corollary 8 cannot be improved much.

Theorem 8. For every n € N, there is an irrevocable regular language on two symbols which is recognized by a nondeterministic

o(y/nlogn
monitor of size O (n) and by no deterministic monitor of size 22 ( )

Proof. For a word t € {0, 1}*, we define the projections of t, t|p and t|; to be the result of removing all 1's, respectively all
0’s, from t: for i € {0, 1}, €|; =€, it'|; =i(t'|;), and (1 —i)t'|; =t|;. For n e N, let

Fn)= max Ilem(mq,...,my),
my+---+mg=n
where Icm(my, ..., my) is the least common multiple of my,...,mg, and X(n) = {my, ..., my}, where my +---+m, =n and

Icm(my, ..., mg) = F(n).
The proof of Theorem 8 is based on a result by Chrobak [15] (errata at [16]), who demonstrated that for every natural
number n, there is a unary language (a language over exactly one symbol) which is recognized by an NFA with n states,

. Jnl . . .
but by no DFA with eo( ! Og") states. The unique symbol used can be (in our case) either 0 or 1. We can use 1, unless we
make explicit otherwise. The unary language Chrobak introduced was

Chy={1"|me X(n), 0 <ceN}.

For some n € N, let Chg be Chrobak’s language, where the symbol used is 0 and C h; be the same language, but with 1
being the symbol used — so for i € {0, 1}, Ch;, = {i°" |m € X(n), 0 <c € N}. Now, let

Up={xey €{0,1,e}* | x{0,1}* and for some i € {0, 1}, x|; € Ch,’l,}.

Fix some n € N and let X(n) = {m{,my,...,mi}. Uy can be recognized by the monitor po + p1 of size O(n), where for
{i,i}=1{0,1}, pi=p} + p? +--- + pX, where for 1 < j <k, p/ is the monitor defined recursively in the following way. Let

p{[mj] =recXm;. (lT.xm, +i.x1 +e.yes);

for 0 <l <mj, let
pll=recx. (ix +i.plll+ 1D);
finally, let p{ = plj [0]. That is, after putting everything together and simplifying the variable indexes,

p{ =recxg. (i.xg +i.recxq. (i.x] +---i.rec Xm;- (f.xmj +i.x1 +e.yes)---))).

mj

Monitor plj essentially ignores all appearances of i and counts how many times i has appeared. If i has appeared a multiple
of m; times, then p{ is given a chance to reach verdict yes if e then appears; otherwise it continues counting from the
beginning. That the size of pg + p1 is O (n) is evident from the fact that for every i, j, |p{| = 0(m;j), which is not hard to
p{[mj]’ =9 and for [ <mj;, ’p{[l]‘ = ‘pij[l—i- 1]‘ +5.

Let m be a deterministic monitor for U, and t € {0, 1}*. To complete the proof of the theorem, it suffices to prove for

some constant ¢ > 0 that if |t| < e“V7!°87 then t must be simple. Indeed, proving the above would mean that we have
c-/nlogn

calculate since

constructed a simple set of traces of cardinality more than 2°¢ — that is, the set of traces on {0, 1} of length less than

ecvrlogn _ wwhich, by Lemma 21, gives the same lower bound for |m|. Specifically, we prove that if ¢ is not simple for m,
then there is a DFA for Chrobak’s unary language, Ch;,, of at most |t| states, so by Chrobak’s results it cannot be that ¢ is
not simple and |t| < ec/nlogn

So, let t be a shortest non-simple trace on {0, 1}. Since t is not simple and is minimal, t = t;ti, where i =0 or 1 and
m §> r % s ——'> r (by Lemma 28). Without loss of generality, we assume i = 1. Let A be the DFA (Q, {1}, 8, m, F), where Q
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* *
is the set of all monitors appearing in the derivation m LI r, §(q1,1) =q2 iff q1 (=0>) <i>) LN q2 is part of the
derivation above, and

F={deQ |forallc >0, dgyes}.

Notice that A is, indeed, deterministic, since transitions move along the derivation and all monitors in Q transition exactly

onceinmr3s :1> r — so the first — transition that appears after a state/monitor in the derivation exists and is unique.
We claim that A accepts Chy,. By the definition of §, if the run of A on w reaches state (submonitor) d, then there is

some w! € {0, 1}*, such that w!|; =w and m gd. Then,
Aacceptsw  iff deF iff forallc>0, d<Svyes iff

forall c>0,m % yes (by Corollary 16) iff for every ¢ > 0, w'0% € U, iff w € Chy,.

Finally, although we promised that we would only use two symbols, we have used three. However, a language of three
symbols can easily be encoded as one of two symbols, using the mapping: 0+ 00, 1+ 01, and e — 11. We can encode U,
like this and simply continue with the remaining of the proof. O

Notice that the lower bound given by Theorem 8 depends on the assumption that we can use two symbols in our regular
language; this can be observed both from the statement of the theorem and from its proof, which makes non-trivial use of
the two symbols. So, a natural question to ask is whether the same bounds hold for NFAs and monitors on one symbol.

Consider an irrevocable regular language on one symbol. If k is the length of the shortest word in the language, then
we can immediately observe two facts. The first is that the smallest NFA which recognizes the language must have at least
k + 1 states (and indeed, k + 1 states are enough). The second fact we can observe is that there is a deterministic monitor
of size exactly k + 1 which recognizes the language: 1¥.yes. Therefore, things are significantly easier when working with
unary languages.

Corollary 18. If there is an irrevocable NFA of n states which recognizes unary language L, then, there is a deterministic monitor of size
at most n which recognizes L.

5. Determinizing with two verdicts

In Section 4 we have dealt with monitors which can only reach a positive verdict or a negative one but not both. This
was mainly done for convenience, since a single-verdict monitor is a lot easier to associate with a finite automaton and it
helped simplify several cases. It is also worth mentioning that, as demonstrated in [23], to monitor for MHML properties,
we are interested in single-verdict monitors. In this section, we demonstrate how the constructions and bounds of Section 4
transfer to the general case of monitors.

First, notice that there is no deterministic monitor equivalent to the monitor m, = «.yes + «.no, also defined in Subsec-
tion 2.3, since m, can reach both verdicts with the same trace. Thus, there are monitors, which are not, in fact, equivalent
to deterministic ones. These are the ones for which there is a trace through which they can transition to both verdicts. We
call these monitors conflicting.

To treat non-conflicting monitors, we reduce the problem to the determinization of single-verdict monitors. For this,
we define two transformations, very similar to what we did in Section 3 to reduce the determinization of monitors to the
determinization of processes. Let [no] be a new action, not in Act. We define v in the following way:

v(v) =v, ifv e {yes, end},
v(no) = [no].yes,

v(x) =x,

v(a.m) =«a.v(m),

v(m+n) =v(m)+ v(n), and
v(recx. m) = recx. v(m).

1

We also define v=1: if s is a sum of [no].yes, then v—1(s) = no and otherwise,

vl (v) =v, ifv € {yes, end},
v =x,

v Y o.m)=a.v 1 (m),
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v im+n) =v-m+v '(n), and

vl (recx. m) =recx. vl (m).

Lemma 29. Let m’ = v(m). Then, m = no if and only if there is some t’ C t, such that m’ < no.r.
Proof. Straightforward induction on the derivations. O

Lemma 30. Let m’ = v~ (m), where verdict no does not appear in m. Then, there is some t' T t and a sum s of [no].yes, such that
m S s, ifand only if m’ = no.

Proof. Straightforward induction on the derivations. O

Theorem 9. Let m be a monitor which is not conflicting. Then, there is an equivalent deterministic one of size 2200,

Proof. Let m be a monitor which is not conflicting, but uses both verdicts yes and no. By Lemma 1, we can assume

that there are no sums of no in m. Let m’ be the result of replacing no in m by [no].yes, where [no] is a new action

not appearing in m. Then, for some constant ¢ > 0, m’ is a single-verdict monitor of size c - |m|, so as we have shown in
. . ’ s . e . . / . O(zo\m\)

the preceding sections (Corollary 8), m’ is equivalent to a deterministic monitor n’ of size 2 . Let n be the result of

replacing all maximal sums of [no].yes by no. Then, n is deterministic, because there are no sums of no (they would have

been replaced) and all other sums remain in the form required by deterministic monitors. It remains to demonstrate that

m ~ n, which we now do. Let t € AcT*. Then,

m é 1}0

iff m=no and m ;é yves (m is not conflicting)

iff there is a t’ C t and « € AcT, such that m’ = [no].yes and m’ ;EL——D‘> ves (by Lemma 29)

iff there is a t' C t and « € AcT, such that m’ ”:nOL yes and m’ ;fé yes (there are no sums of no in m)

iff there is a t' C t and « € Ac, such that n’ Linol, yes and n’ ;5’=O(> yes (m’ and n’ are equivalent)

iff there is a t' C t, an « € AcT, and some s # yes, such that n’ Ls ['1:01,» ves and n’ ;Lg} ves

iff there is a t’ C t, an « € AcT, and a sum s of [no].yes, such that n’ Lsandn 7[‘——“> ves

iff there is a t' Ct and « € AcT, such that n L noandn ;EL——a> yes (by Lemma 30)

iff n < no.
The case of the yes verdict is straightforward. O

Naturally, the same lower bounds as for single-verdict monitors hold for the general case of monitors as well.

Conflicting monitors

We demonstrated in this section how we can determinize any non-conflicting monitor. A deterministic and conflicting
monitor is a contradiction, as it would have to deterministically reach two different verdicts on the same trace. It would
be good, therefore, to be able to detect conflicting monitors. Here we sketch how this can be done using nondeterministic
logarithmic space.

For any monitor m, let G, = (V, E) be a graph, such that

V ={(m,d) | m, d submonitors of m} and
E={(m,d,m,d)eV?| daecAcT.m=m andd = d'}.

Then, m is conflicting iff there is a path from (m,m) to (yes,no) in Gp. This is a subproblem of the st-connectivity
problem, known to be in NL and solvable in time O(|V|+ |E|) = O(/m|*) (by running a search algorithm in Gp,).

6. Conclusions

We have provided three methods for determinizing monitors. One of them is by reducing the problem to the deter-
minization of processes, which has been handled by Rabinovich in [47]; another is by using Rabinovich’s methods directly
on the formulae of wHML, bringing them to a deterministic form, and then employing Francalanza et al.’s monitor synthesis
method from [23,24], ending up with a deterministic monitor; the last one transforms a monitor into an NFA, uses the clas-
sical subset construction from Finite Automata Theory to determinize the NFA, and then, from the resulting DFA constructs
a deterministic monitor.
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The first method is probably the simplest and directly gives results, at the same time describing how the behavior
of monitors is linked to processes. The second method is more explicit, in that it directly applies Rabinovich’s methods;
furthermore, it is used directly on a wHML formula and helps us relate the (non-)deterministic behavior of monitors to the
form of the formula they were constructed to monitor. The third method links monitors to finite automata and allows us to
extract more precise bounds on the size of the constructed deterministic monitors.

Monitors are central for the runtime verification of processes. We have focused on monitors for £HML, as constructed
in [23,24]. We showed that we can add a runtime monitor to a system without having a significant effect on the execution
time of the system. Indeed, in general, evaluating a nondeterministic monitor of size n for some specific trace may amount
to keeping track of all possible monitor states reachable along that trace. Computing each transition can take time up to
n%, because for up to n submonitors we may need to transition to up to n submonitors. By using a deterministic monitor,
each transition is provided explicitly by the monitor description, so we can transition immediately at every step along a
trace — with a cost depending on the implementation. This speed-up can come at a severe cost, though, since we may have
to use up to doubly-exponential more space to store the monitor, and even stored in a more efficient form as its LTS, the
deterministic monitor may require exponential extra space.

Summary of bounds We were able to prove a number of upper and lower bounds for several constructions. Here we give
a summary of the bounds we have proven, the bounds which are known, and the ones we can further infer from these
results.

e Corollary 8 (actually, Theorem 9 for the general case) informs us that from a nondeterministic monitor of size n, we
. . . . n
can construct a deterministic one of size 20",
e Theorem 8 explains that we cannot do much better, because there is an infinite family of monitors, such that for any

monitor of size n in the family, there is no equivalent deterministic monitor of size ZZO(W).

e As for when we start with an NFA, it is a classical result that an NFA of n states is equivalent to a DFA of 2" states [46];
furthermore, this bound is tight [42].

e Theorem 6 informs us that an irrevocable NFA of n states can be converted to an equivalent monitor of size 20®logm,

e Proposition 2 reveals that there is an infinite family of NFAs, for which every NFA of the family of n states is not
equivalent to any monitor of size 2°(™,

e Corollary 8 yields that an irrevocable NFA of n states can be converted to an equivalent deterministic monitor of size
20@"): Theorem 7 makes this bound tight.

e Corollary 6 allows us to convert a DFA of n states to a deterministic monitor of 2°™ states; Theorem 7 makes this
bound tight.

e This 2™ is also the best upper bound we have for converting a DFA to a (general) monitor; it is unclear at this point
what lower bounds we can establish for this transformation.

e We can convert a (single-verdict) monitor of size n to an equivalent DFA of O (2") states, by first converting the monitor
to an NFA of n states (Proposition 1) and then using the classical subset construction.

o If we could convert any monitor of size n to a DFA of 20(V11ogm states, then we could use the construction of Corollary 6

e . . ynl . .
to construct a deterministic monitor of 22°V"'*" states, which contradicts the lower bound of Theorem 8; therefore,

29(/nlogn) s 3 Jower bound for converting monitors to equivalent DFAs.
e Using Lemma 5, we can reduce the problem of determinizing monitors to the determinization of processes (up to

trace-equivalence); by Theorem 8, this gives a lower bound of 22$?(/W> for Rabinovich’s construction in [47].

e Similarly, using the constructions of [23,24], one can convert a MHML formula into a monitor for it and a monitor into
a MHML formula of the same size (or smaller). Therefore, we can conclude that the lower bounds for determinizing
monitors also hold for determinizing MHML formulae as in Subsection 3.2. Hence, a cHML formula that holds precisely
for the traces in language M, from Section 4 must be of size 2%® and an equivalent deterministic cHML formula
must be of size 22°" . We conclude that, as a specification language, NFAs can be exponentially more succinct than the
monitorable fragment of uHML and doubly exponentially more succinct than the deterministic monitorable fragment
of wHML; DFAs can be exponentially more succinct than the deterministic monitorable fragment of wHML. We refer
the interested reader to [6, Section 5] for more complexity bounds on translations between formulae in a variety of
monitorable fragments of £HML in a linear-time setting.

e Corollary 18 informs us that it is significantly easier to convert an irrevocable NFA or monitor into a (deterministic)
monitor when the alphabet we use (the set of actions) is limited to one element: when there is only one action/symbol,
an irrevocable NFA of n states or nondeterministic monitor of size n can be converted into an equivalent deterministic
monitor of size at most n.

e In Section 5, we have argued that detecting whether a monitor is conflicting can be done in time O (n*) or in nonde-
terministic space O(logn) (and thus, by Savitch’s Theorem [48] in deterministic space O (log®n)).

The bounds we were able to prove can be found in Table 6. We remark that the doubly exponential blow-up in converting
NFAs into deterministic monitors is due to the syntactic representation of monitor expressions. Just like processes and
formulae, one could describe (the DFA associated with) a deterministic monitor using systems of equations. The use of
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Table 6
Bounds on the cost of construction and where they can be found (X signifies that the conversion is trivial).
From/to DFA Monitor Det. monitor
upper: 20(logn
NFA tight: 0(2") by Theorem 6 tight: 20@9
from [46,42] lower: 28mM by Corollary 8, Theorem 7
by Proposition 2
DFA X upper: 2°0M tight: 20
by Corollary 6 by Corollary 6, Theorem 7
upper: 0(2") upper: 20@"
by Corollary 2, Theorem 1, [46] by Theorems 1,6, Corollary 6; for dual-verdict 9
nondet. monitor X J—
lower: 29%(nlogm Lower: 22%(/moED
by Corollary 6 Theorem 8 by Theorem 8

systems of equations leads to an exponentially more succinct representation because, unlike syntactic monitor descriptions,
it allows one to express sharing. To our mind, one of the main contributions of our article is in spelling out exactly, and in
proving, the succinctness price that has to be paid when representing monitors using classic process-algebraic syntax, such
as the one we adopt. The use of syntax has its benefits, as it leads naturally to compositional definitions of monitor-synthesis
functions and to proofs of properties of monitors by structural and rule induction. We trust that the results presented in this
study can help researchers in choosing a suitable formalism for describing monitors that offers a good trade-off between
usability and complexity.

Optimizations Monitors to be used for the runtime verification of processes are expected to not affect the systems they
monitor as much as possible. Therefore, the efficiency of monitoring must be taken into account to restrict overhead. To use
a deterministic monitor for a wHML property, we would naturally want to keep its size as small as possible. It would help
to preserve space (and time for each transition) to store the monitor in its LTS form — as a DFA. We should also aim to
use the smallest possible monitor we can. There are efficient methods for minimizing a DFA, so one can use these to find
a minimal DFA and then turn it into monitor form using the construction from Theorem 6, if such a form is required. The
resulting monitor will be (asymptotically) minimal:

Proposition 3. Let A be a minimal DFA for an irrevocable language L, such that A has n states and there are at least I1 paths in A
originating at its initial state. Then, there is no deterministic monitor of size less than I1, which recognizes L.

Proof. Since A is deterministic, all paths in A are completely described by a trace t € Act*. We show that for every de-
terministic monitor m which recognizes L, such a t is simple. Let t be the shortest trace which gives a path in A, but is

not simple for m. By Lemma 28, there are t'u =t, such that |u| >0 and m =t/> r = r. Since t represents a path in A and
A is deterministic, A can reach state q with trace t and q’ # q with trace t’. Since A is a minimal DFA, there must be
a trace s, such that (without loss of generality) A reaches an accepting state from g through s and a non-accepting state
from ¢’ through s. Therefore ts € L and t’s ¢ L, which is a contradiction, because by Corollary 16 and the observation above,

ts . t's
m=vyes iff m=yes. O

As we see, DFA minimization also solves the problem of deterministic monitor minimization. On the other hand, it would
be good to keep things small from an earlier point of the construction, before the exponential explosion of states of the
subset construction takes place. In other words, it would be good to minimize the NFA we construct from the monitor,
which can already be smaller than the original monitor. Unfortunately, under standard complexity-theoretic assumptions,
NFA minimization is a hard problem — specifically PSPACE-complete [31] — and it remains NP-hard even for classes of
NFAs which are very close to DFAs [13]. NFA minimization is even hard to approximate or parameterize [26,28]. Still, it
would be better to use an efficient approximation algorithm from [28] to process the NFA and save on the number of states
before we determinize. This raises the question of whether (nondeterministic) monitors are easier to minimize than NFAs,
although a positive answer seems unlikely in light of the hardness results for NFA minimization.

The complexity bounds we present in this paper pertain to the worst-case scenarios that may arise in converting monitor
descriptions between pairs of formalisms for their representation that we consider. An interesting avenue for future research
is to conduct an experimental study of the efficiency of the various conversion procedures on benchmark or synthetic
examples and to study the overhead on system performance of various monitor representations. A paradigmatic example
of a study of this kind is given in [50]. In that paper, Tabakov, Rozier and Vardi argue for the algorithmic generation of
“correct” monitors from properties and report on an experimental study of the generation of monitors that offer the best
performance in terms of runtime overhead at simulation time.
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Appendix A. Proofs from Section 3.2

Proof of Lemma 9. We define a function f as follows:

f(p) ={i| X; occurs free and unguarded in ¢}

where Xj, X3, ... are all the variables that can occur in the formulae.
Then formally our claim is that for each ¢ € SHML, there exists a formula, ¥ € SHML such that

P=yY A /\ Xi
ief(p)
where f(y) =0.
We use induction on the size of ¢ to prove this claim and go through each case below.
@ € {tt, ££}: This case holds trivially since f(¢) = and
O=pA /\ Xi.
iey
@ = Xj: This case holds trivially since f(¢)={j} and
p=ttA /\ X
ie{j}
¢ =[a]e’: Since ¢ is prefixed with the [«] operator, all variables are guarded in ¢ and so f(¢) = and
O=pA /\ Xi.
15
@ = @1 A @y: By the induction hypothesis, there exist formulae v, ¥, € SHML such that

fW) = f@n) =09,

pr=vin N\ X
ief(p1)

and @2 =y A /\ Xi.
ief(p2)

Using the fact that ¢ A ¢ = ¢ for each formula ¢ € uHML, we have

P=P1 NP2

Y1 A /\Xi Al Y2 A /\Xi

ief(p1) ief(p2)

=WiAvdA N\ Xia N X

ief(p1) ief(gp2)
=@Whrvdn N\ X
ief(en)Uf(p2)
and since f(y1) = f(y¥2) =¥, we have (Y1 A ) =0.
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Each free and unguarded variable in ¢ must either be free and unguarded in ¢; or ¢, and each such variable
in @1 or ¢, must also be free and unguarded in @. This gives us f(¢1) U f(p2) = f(¢) and so we have

p=Wirvn N\ X
ief(p)
@ =max X;. ¢': By the induction hypothesis, there exists a formula ¥ € sHML such that
o'=vA J\ X
ief(g")
where f(y) =@.

We use the following equivalences:

max X. ¢ = ¢[max X. 0/ X] (A1)
max X. (0 A X) =max X. ¢ (A.2)
Y[9/X]=Y where X#Y (A.3)

From this we get:

@ =maxXj. ¢’

= maij. v A /\ Xi
ie fle"\(j}

=lva A X [maxxj. <¢A o) )/x]]
ief(@\j)
ief (N} )/Xf] A X

ie f(eH\{j}

=y [maXXj. (1/; /\

Since each variable in ¢ is guarded, substituting a variable for a formula will not introduce unguarded variables
and so

£ (v [maxxf' (A A Nieronis )/Xf])

The variables in ¢ that are free and unguarded are exactly the ones that are free and unguarded in ¢’, excluding
Xj and so we have

f@)=f@)H)\{j}

This gives us:

o= [maxX;. (v A /\ o Xi) /XA A\ %o
ief(p)

Proof of Lemma 11. We use structural induction to show how we can construct a system of equations from a formula ¢
that is in standard form. As shown in Lemma 9, given a formula ¢ € SHML we can define an equivalent formula ¢’ where
each free and unguarded variable is at the top level. We can therefore assume that for each fixed point max X. v that
occurs as a subformula in ¢, each free and unguarded variable in ¢ is at the top level of ¥ and using the equivalence
max X. (& A X) =max X. ¢, we can also assume that X does not appear at the top level of y. Furthermore, we assume that
if ¢1 A, appears as a subformula of ¢, then there is no variable which is free in ¢; and bound in ¢; (or vice-versa).

We now go through the base cases and each of the top level operators that can occur in ¢.

@ = tt: We define a system of equations SYS = ({X = tt A tt}, X, ). Since /\je(,J ¥j = tt, SYS is in standard form and is
equivalent to ¢.

££: We define a system of equations SYS = ({X = ££}, X, @). SYS is in standard form and is equivalent to ¢.

Y: We define a system of equations SYS= ({X =Y A tt}, X, {Y}). SYS is in standard form and is equivalent to ¢.

14
14
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= [a]y: By the induction hypothesis, there exists a system of equations, SYS = (Eq, X1, ))) that is equivalent to ¥ and is
in standard form.
We define a new system of equations

SYS' = (EqU {Xo = [¢]X71 A tt}, X0, V)

Each equation from SYS' is in standard form and so SYS' is in standard form. Since SYS is equivalent to v and Xg
does not appear in SYS (so the first equation does not affect the fixed-point calculations),

[sYS', p] =
= [[@1X1, p[X1 +— [SYS, p]1]
={p|p=> qimplies q  [SYS, p]}
={p|p=qimpliesq € [y, p]}
= [la1y. o],

so SYS' is equivalent to [a]y, which is ¢.

@ = Y1 AY: By the induction hypothesis, we know that there exist systems of equations SYS; = (Eqq, X1, V1) and SYS; =
(Eq2, Z1, )») that are equivalent to ¥y and v, respectively and are in standard form. Let X; = F; be the principal
equation from SYS; and let Z; = G be the principal equation from SYS,.

We define a new system of equations

SYS = (Eq, Xo, V1 U ),
where
Eq=Eq1 UEqaU{Xo=F1 AG1}.

Again, Xo does not appear in SYS; or SYS,, so it does not play a part in the fixed-point calculation; furthermore,
for X; = F; an equation in Eqq, X; ¢ ), i.e. X; cannot be a free variable (or appear at all) in SYS, and vice-versa.
Therefore, for i =1,2 and X = F; an equation in Eqi U Eqy, [SYS;, p[Xj— S;I] = [SYS;, p] (that is, p(X;) does
not affect the computation of [SYS;, p]) and therefore p[SYS1]1[SYS2] = p[SYS21[SYS1] and for i=1,2 and j=3—i,

[svsi. o1sVs1™] = [svsi. oISYST™| = Isvsi. pls¥siIl. (A4)
Finally,

[sys. p] =

U{so|sog [[FlAcl,p[onso] ]H

[[ﬂ A G1, pISYS; ]S 52]] (Xo does not appear anywhere)

- [[F1,p[SY51] ]] n [[61,p[SYSz]SY52]]
= [SYSy, p[SYS21] N [SYS2, p[SYS1]]  (by (A.4))
= [SYS1, p] N [SYS2, p].

Since SYS; is equivalent to 11 and SYS; is equivalent to v, SYS is equivalent to ¢ = 1 A Y.
Both X7 = F; and Z; = G are in standard form and so we can write them as

Fi= NlejlXjn N\ Yj

jekq Jjest
Gi= Nlejzin \Y;
jeK] jes]

This allows us to rewrite the equation for Xy as follows:

Xo=F1 NGy

= NlejiXja N\ Yin Nlejizin )\ Y;

jekq j€Sy jeK; jes)
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=| Alejaxja Nleizi|a N Y

jekKj jeky jes1us)

Now SYS is in standard form and is equivalent to ¢.
@ =maxY.¥: By the induction hypothesis, there exists a system of equations SYS = (Eq, X1, ))) that is equivalent to ¥
and is in standard form.
If ¥ does not contain Y, then ¢ =1 which means ¢ is equivalent to SYS and we are done.
If ¥ does contain Y then we define a new system of equation:

SYS' = (EqU{Y =Fq},Y,Y\{YD

where X; = Fq appears in SYS.
Let p be an environment. Then,

lp. Pl =
=JtSo IS0 S [¥, pXo = Soll}
=|J{So | So S [SYS. p[Xo > Sol]}
————SVY§
=UJtSo IS0 [Fr.olXe > Sal |}
= [sYS', p].
By our assumption that for each maximum fixed point max X. ¥ in ¢, X does not appear unguarded in ¥, we
know that Y does not appear unguarded in Fj.
However in general we cannot guarantee that Y does not appear unguarded in the equations from SYS, since

Y € V. To overcome this, we replace each unguarded occurrence of Y with its corresponding formula F;. Let
Xij = F; be a formula that contains an unguarded occurrence of Y. Since X; = F; is in standard form in SYS, we

have
Xi= NlejlXjn \ Yj

jeK; JjeSi
= Nlejlxjn N Yj Av,
JjeKi jesi\{t}
where Y = Y;. We now change the equation for X; by replacing the unguarded occurrence of Y; with F; (by
Lemma 10):
Xi= N\lej)Xjn N\ Yj AF
Jjek; jesi\{t}
= Nlejxja N Yin Nlejixia /\Y;
JjeK; JjeSi\{t} jekq jes
= /\ [O{j]Xj VAN /\ Yj
jeKijUK, je(Si\{ihusi

(for simplicity, assume Kq, K; are disjoint) and the i’th equation is in standard form.

Since X1 = F; is in standard form in SYS, Y = F; is in standard form in SYS'. For all other equations from SYS,
we can define equivalent equations that are in standard form in SYS’ by replacing every unguarded occurrence of
Y with Fy. All equations in SYS’ are now in standard form and since SYS' is equivalent to ¢, this case holds. O

Proof of Lemma 12. Let SYS = (Eq, X1,))) be a system of n equations in standard form that is equivalent to a formula
¢ € sHML and

Eq=(X1=F1, Xoa=F,..., Xn=Fp).
We define some useful functions:
S(i) ={a;j | [«j]1X is a sub formula in F;}
D(i, ) = {r| [¢]X; is a sub formula in F;}

E(i) = {r | Y; is unguarded in F;}
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We also define these functions for subsets of indices Q € {1,2,...,n}:
s =Jsw,
ieQ
D(Q.e)=JDG.e), and
ieQ
EQ)=JE®).
ieQ

For each equation X; = F; where F; # £ £, using these functions we can rewrite the equation as follows:

Xi= N\ [t A X~ A Ve

aeS() jeD(i,o) JEE@)

This equation may not be in deterministic form since it contains the conjunction of variables /\ ;cp ) X;j and D(i, &)
may not be a singleton. To fix this, we define a new variable Xq for each subset Q < {1, 2,...,n}, such that X behaves
like /\jeQ Xj (in the sense that Xq is defined in such a way that the formula associated with it in the resulting equation
system is the conjunction of the formulae associated with the X;'s); we identify X; with X;.

If for any j € Q we have F; = £f then /\jEQ Fj=ff and the equation for Xq is Xq = ££f. Otherwise, the equation for
Xq is:

Xo= N\ |l A\ X|a A\ Vi (=Fo.

aeS(Q) ieD(Q,x) JEE(Q)

We apply the following steps, each of which preserves the two conditions:

1. the resulting system is equivalent to the original system and

2. for every equation X4 = F/,, where A C {1,2,...,n}, in the current system SYS and environment p, [Xa, p[SYS]] =
[Fa, p[SYS]]. Note that it may be the case that F), # F4, as we may have replaced F4 in the original equation for X4
by F/,. This condition assures us that it doesn’t matter, because F4 and F); are semantically equivalent.

Notice that condition 2 implies that [Xa, p[SYS]] = [/\;ca Xi, p[SYS]].
Consider an equation

Xo= A\ [ A x|~ A v

aeS(Q) ieD(Q,x) ieE(Q)

which is already in the system and is not in deterministic form. As a first step, if there is no equation for Xpq ) in the
system, then we introduce the equation for Xp(q «) as defined above (this gives an equivalent system, because Xp(q «) does
not appear in any other equation if its own equation is not already in the system and condition 2 is preserved trivially).

We now proceed with the second step of the construction. Let S1(Q)U S2(Q) = S(Q) be such that for every o € S1(Q),
Q =D(Q,«) and for every o € S2(Q), Q # D(Q, ). Then, let SYSp be the result of removing the equation for Xq from
the system (and adding Xq to the free variables) and SYS' the result of replacing it by

Xq = /\ [1XDp(Q,a) A /\ Yi (=Fp).
aeS(Q) JjE€E(Q)

We claim that SYS and SYS' are equivalent and after proving this claim we are done, because we can repeat these steps
until all equations are in deterministic form and we are left with an equivalent deterministic system. To prove the claim, it
is enough to prove that for every environment p, [Xq. p[SYS]] = [Xq, p[SYS']] (by Lemma 6). Equivalently, we show that
A = B, where

A= {s = [[Fq,msysf’ﬂ } = [Xq. pISYS]]
and

B=|J {s Isc [[Fé,mm“]] } = [Xo. pISYS].
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Thus, it suffices to prove that A € B and B C A. Notice that
———5Y5,
A= [[FQ,p[xQ — A] "]],
—————5Y5,
B= [[ o, PIXq — Bl "]],
S ) , .
and that p[Xq — Al = p[SYS] and p[Xq + B] = p[SYS']. Therefore, it suffices to prove:

AC [Fy. plSYs]]
and B C [Fq, p[SYS].

For the first direction,

[Fo.plSYS]] =

=1 A (@lXp@w)r /\ Yi.plSYs]

@es(Q) J€EQ)
= A [t A Xi|r ) Y pIsys]
aesS(Q) ieD(Q.a) jeE(Q)

(because of the preservation of condition 2)
= [Fq., p[SYS]] = A.

On the other hand,

[Fo.plSYS] =

= A (e A\ XA /\ YjpIsys]
|2eS(Q) ieD(Q,x) JjeE(Q)

= A aAxi]r A |l A xi|a A\ Y olsys]
|aeS1(Q) ieQ a€S2(Q) ieD(Q,a) JjeE(Q)

= A (dAXi|r N @Xowr N VeSS,
|aeS1(Q) i€Q €S2(Q) JeE(Q)

because if Q # D(Q,a), then [Xp(q,«), p[SYS0l] = [[/\ieD(Q’a) Xi, ,o[SYSO]]]. by the preserved condition 2. If Q is a sin-
gleton, then we are done, because then /\,-EQ Xi = Xq and the last expression is just B. Therefore, we assume Q is not a
singleton; so, for all i € Q, Q # {i} and thus, [Xj, p[SYS']] = [F;i, p[SYS']]. For convenience, let

FANE R AN 3 VAN SN A

@es52(Q) ieD(Q o) JEEQ)

C

= /\ [@]Xp,o) A /\ Y;, p[SYS']
aeS2(Q) jeE(Q)

Then, let SYS/Q be SYS' after removing the equations for all X;, i € Q and inserting all X;, where i € Q in the set of free
variables, ).

[Fq.pIsYsT] /\ Fi, pISYS']||  (by definition)

ieQ

/\ Xi, pIsYS|| =) [Xi, plSYST]
ieQ ieQ
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=) X [Xi.p1s¥51] = HX Xi. p[SYS’]]]

ieQ ieQ
—=5¥5,
=UjTITCc XFin|:XXi'—>T:| ,
ieQ ieQ
because of Lemma 7. Similarly as to how we analyzed Fq,
B=[Fy.pls¥S1] = || /\ [alXq.pISYST| NC. (A5)

aes1(Q)
So, it suffices to prove that for k=|Q |,
SYS,

B¥c | X Fi.p [X Xi—> Bk}
ieQ ieQ

k
Let p=(p1,...,Px) € [[Fb, p[SYS’]]] = B¥. By (A.5), p € CX. Therefore, to prove that

SYS/Q
pe XFi,p[XXiHBk:| :
i€eQ ieQ

it suffices to prove that for all 1 <i <k,

/
SYSQ

pi € A el A Xip XXiHBk} :

aeS(HNS1(Q)  jeD(,a) LieQ

or equivalently that for every o € S(i)N S1(Q) and je D(i,a) C D(Q, @),

sys, T

T 7%
pi€ |[[@]Xj, p |:X Xi B":| ) (A.6)
ieQ

For any o € S(i)NS1(Q), je D(i,) € D(Q,®) = B, and p; = qi, because p; € B and because of (A.5), p; € [[«]Xq, p[SYS]].
so q; € [Xq, p[SYS']] = B. Therefore,

SYS,
qi € Xj,,0|:XX,'!—>Bki| =B,
ieQ
which gives us (A.6) and the proof is complete. O
Proof of Lemma 13. We use induction on the number of equations in SYS.
For the base case, we assume that SYS contains a single equation, X1 = F1. Since X; = F; is the principal equation in
SYS, SYS is equivalent to the formula max X7. Fy, which is in deterministic form.

Now assume that SYS contains n > 1 equations. Let SYS' be the result of removing the first equation from SYS and adding
X1 to Y if Xq appears in the remaining equations of SYS'. Then,

[svs. p) =\ J{s1 151 € [P ot > 531 | )
by the inductive hypothesis, there are formulae ¢, ..., ¢, in deterministic form, such that
[SYS. p] =
= (81151 S [Filgz/Xa, ..., ¢n/Xal, p[X1 > S11]

= [max X1. F1lg2/Xa, ..., @n/Xnl, p]}
and max X1. F1[g2/X2, ..., ¢n/Xn] is in deterministic form. O
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