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Abstract

Analytical security of cryptographic protocols does not immedi-
ately translate to operational security: incorrect implementation
and runtime attacks can undermine even a formally sound design.
The RV-TEE framework has been applied to address this gap across
a growing range of protocols, from classical session-oriented proto-
cols such as SSH and TLS, to post-quantum constructions includ-
ing group authenticated key exchange based on CRYSTALS-Kyber.
With the standardisation of CRYSTALS-Dilithium as ML-DSA un-
der FIPS 204, attention now turns to the trustworthy deployment
of post-quantum digital signatures — a class of cryptographic prim-
itive not yet addressed within the RV-TEE line of work. Unlike the
session-oriented and key exchange protocols studied previously,
Dilithium is a stateless signature scheme: its operations — key gen-
eration, signing, and verification — are atomic and self-contained,
calling for a different characterisation of what constitutes correct
and secure execution. Relevant runtime properties shift away from
protocol sequencing and towards computational integrity, parame-
ter validity, and the faithful execution of lattice-based arithmetic.
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1 Introduction

Modern cryptography is based on the principle of provable se-
curity, in which mathematical guarantees are established within
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carefully defined theoretical models. These models intentionally
omit implementation details, in order to reason about the secu-
rity of a primitive element in isolation. In this sense, a security
proof provides strong confidence in the design of the cryptographic
“vault” but does not automatically guarantee the correctness of its
development and, consequently, the conditions under which it is
used.

In practice, cryptographic security is a chain linking the theo-
retical model, the software implementation, and the runtime envi-
ronment. A theoretically secure scheme can still fail if its imple-
mentation is flawed, and even a carefully designed implementation
can behave unexpectedly when run in a particularly complex envi-
ronment. In this regard, the gap between the careful mathematical
abstraction and the actual execution of the algorithm becomes a
security issue for users.

Post-quantum cryptography (PQC) has solid theoretical founda-
tions, but its behaviour is still poorly understood. This uncertainty
has become an urgent issue given the advent of the first quantum
machines, supported also by the recent standardisation by NIST of
the ML-DSA (FIPS 204) algorithm, a digital signature scheme that
will be the cornerstone of quantum-resistant security.

The main challenge is that lattice-based cryptography is sig-
nificantly more complex to implement correctly than historically
known alternatives. It relies on complex mathematical operations,
such as polynomial ring arithmetic and rejection sampling. If these
operations are not performed consistently with the specifications,
recent studies have demonstrated that ML-DSA is vulnerable to a
variety of implementation-level threats: single fault injections can
bypass randomized signing to recover secret keys [8] or force the
verification routine to accept forged signatures [3]. Furthermore,
side-channel analysis has proven highly effective, with attackers
exploiting power leakages not only from the final signature but
even from the rejected sampling trials inherent to the design [9, 18].
These vulnerabilities highlight a fundamental truth: adopting a
mathematically secure algorithm is not enough if the execution
environment allows internal arithmetic or parameter boundaries
to be manipulated.

Bridging this gap is a challenge that requires mechanisms to
observe the behaviour of cryptographic primitives during execution
and verify that security properties continue to be maintained during
execution. Rather than relying solely on design guarantees, the aim
is to provide an additional safeguard that the implemented system
behaves consistently with the assumptions on which the original
security was based.

Runtime Verification (RV) offers a different approach: instead
of simply hoping that the code is well written and properly tested,
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it “observes” it as it runs. A monitor can check critical internal
variables in real time — such as the coefficients needed for ML-DSA
signatures — ensuring that they comply with the parameter bounds
defined by the standard. As a motivating example, consider a high-
stakes document signing scenario such as an executive authorising
a legally binding contract or a software provider pushing a critical
security update. Even if the underlying signature scheme is math-
ematically secure against quantum computers, a bad actor could
still try to tamper with the signing process as it executes to forge
the approval. If the monitor detects something going wrong, it can
immediately take action, safeguarding the integrity of the sensitive
signing process.

In this work, we adapt the RV-TEE framework to post-quantum
signatures. Our primary goal is to see if runtime monitoring can
provide a genuine layer of protection without bogging down the
system with expensive new hardware or complex operating system
modifications.

The remainder of this paper is organized as follows:

Section 2 provides the necessary background, outlining the oper-
ational challenges of ML-DSA and introducing the principles of
hardware-isolated monitoring (RV-TEE). In Section 3, we present
our core architecture and monitor design, describing how crypto-
graphic operations are segmented and how critical security proper-
ties are classified. Section 4 situates our work within the existing
literature, emphasising the shift from monitoring session-based
protocols to securing stateless post-quantum signature schemes.
Finally, Section 5 concludes the article by summarising our cur-
rent progress and discussing future directions, including resilience
testing and the gradual relaxation of our core trust assumptions.

2 Background

Even when a cryptographic scheme has a robust formal security
proof, its physical implementation can introduce a wide range of
errors. Low-level details, hardware quirks, and unexpected execu-
tion contexts can create vulnerabilities that completely bypass the
theoretical design.

While this classification was originally applied to interactive
protocols like TLS or SSH, the transition to post-quantum cryptog-
raphy (PQC) introduces an entirely new dimension to these threats.
The standardisation of ML-DSA shifts the focus of runtime security
away from protocol sequentiality and firmly towards computational
integrity.

2.1 ML-DSA Overview

ML-DSA (Module-Lattice Digital Signature Algorithm), standard-
ised under FIPS 204 [13], is a lattice-based digital signature scheme
originating from CRYSTALS-Dilithium. It relies on the difficulty of
the module learning with errors (MLWE) problem. From a system
and architectural perspective—which is critical when deploying
within a Trusted Execution Environment (TEE)—ML-DSA presents
specific computational challenges.

First, its core operations require heavy polynomial arithmetic

over module lattices. To maintain performance on resource-constrained

platforms, ML-DSA uses the Number Theoretic Transform (NTT)
to perform polynomial multiplications in O(nlog n) time [1]. Addi-
tionally, the scheme relies extensively on the Keccak-based SHAKE

d’Alessandro et al.

extendable-output function for public matrix generation and chal-
lenge hashing [13]. Together, NTT and symmetric hashing domi-
nate the execution time and represent primary targets for hardware
acceleration—and consequently, for potential attackers.

Second, the signing algorithm follows the “Fiat-Shamir with
Aborts” paradigm [10]. In this setting, signature generation is in-
herently probabilistic: intermediate values are sampled and then
checked against strict bounds. If these bounds are not satisfied,
the candidate signature is discarded, and the process is restarted.
This rejection sampling mechanism is essential to prevent statis-
tical leakage of the secret key, but also introduces a potentially
unbounded number of iterations. As a result, the control flow of the
signing procedure becomes data-dependent and non-deterministic,
which poses a significant challenge when attempting to securely
monitor execution within a TEE.

Building on the foundations laid by Vella et al. [15], we adopt a
multi-layered architectural philosophy. Our runtime verification
serves a dual purpose: it continuously checks that the post-quantum
arithmetic executes correctly to maintain design-level security,
while simultaneously acting as an active monitor that scrutinises
any data crossing the TEE’s trust boundary.

2.2 Runtime Verification and Control

In security-critical systems, Runtime Verification (RV) moves be-
yond design-time checks to actively observe the dynamic execution
of a system. By instrumenting the code, the relevant events and
internal variables are exposed to an external monitor generated
from formal specifications. This ensures that the assumptions made
during the design phase actually hold when the system is running.

However, our goal extends beyond passive monitoring, where
the runtime monitor simply detects deviations from the formal spec-
ification [6] giving a verdict, we explore how runtime controllers!
can actively protect post-quantum primitives by manipulating the
execution flow. If the system enters an unsafe state, the monitor in-
tercepts the process and prevents further damage, actively adapting
the execution to enforce security properties at runtime [7].

This capability is vital for lattice-based algorithms. Because they
manage massive internal states and complex arithmetic, detecting
and preventing abnormal execution before it compromises a sig-
nature is far more valuable than simply logging a failure after the
fact.

2.3 The RV-TEE Paradigm

The ultimate goal for executing security-critical post-quantum
arithmetic is isolation within a Trusted Execution Environment
(TEE) [15]. Traditionally, the industry relies on CPU-based TEEs
(like Intel SGX or ARM TrustZone) or tamper-evident Hardware
Security Modules (HSMs). However, CPU-TEEs have proven vul-
nerable to complex microarchitectural exploits (e.g., Plundervolt,
Foreshadow) and often require heavy operating system modifica-
tions [4, 11, 12, 16].

In contrast, the RV-TEE approach offers a more flexible deploy-
ment model by combining Runtime Verification with an HSM. By

'We use terminology in line with [5] where “controllers” refers to a wide range of
runtime reactions which are neither strictly “enforcers” (i.e. they may not completely
prevent property violation), nor necessarily “reparators” (i.e. they may react before
the actual violation).
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offloading complex lattice-based operations to a dedicated secu-
rity module, we process sensitive cryptographic material within
a controlled trust domain. The RV monitor sits at the boundary,
inspecting all data flows between the trusted and non-trusted envi-
ronments.

3 Architecture and Monitor

When securing complex cryptographic algorithms like ML-DSA,
deciding where to place the runtime monitor is just as critical as
deciding what to monitor. We can generally observe a system at a
few different levels: down at the hardware layer, at the firmware
layer, or higher up where the application and middleware meet.

Due to the complexity of lattice-based schemes, a natural first
approach would be to monitor the firmware execution to ensure
both the correctness of the process and the compliance with the
required security properties.

Even if observing the firmware execution may result in a per-
fect step-by-step observation, this strategy may not be feasible in
practice. Hardware constraints can significantly limit the ability to
instrument or observe execution, and the firmware environment
itself often lacks the mechanisms necessary to support comprehen-
sive monitoring. Consequently, we introduce a tiered trust model
[2] to ensure that cryptographic analysis remains effective despite
hardware constraints. This framework guarantees that the prop-
erties we extract are consistent with our monitoring objectives,
allowing them to be directly translated into the monitor’s specifica-
tion language

The core of our approach is captured in Figure 1, which illustrates
the RV-TEE framework. Because of the hardware limitations we
have divided our architecture into two distinct domains using a
strict trust boundary: the Rich Execution Environment (REE) on
the left, where the runtime monitor is deployed, and the Trusted
Execution Environment (TEE) on the right, which serves as a secure
enclave for the post-quantum primitives.

To ensure the validity of this framework, we establish two core
assumptions:

(1) Encrypted Communication Channel: All data exchanged
over the USB channel is fully encrypted using keys stored
exclusively within the HSM, preventing man-in-the-middle
attacks or data leakage.

(2) Validation of Optimised Primitives: The monitored post-
quantum algorithms have undergone necessary arithmetic
optimisations (e.g., NTT and INVNTT loop fusion) to achieve
higher performance on embedded hardware.

Interaction with the secure device is facilitated by a middleware
that can be considered as a Rich Application (RA) that is able to
bridge the communication originating from the Rich Execution
Environment (REE) with the Trusted Execution Environment (TEE)
and vice versa. This layer enables the exposure of high-level cryp-
tographic operations that can be performed within the TEE.

A major operational challenge when deploying ML-DSA within a
resource-constrained HSM is the sheer computational and memory
footprint of the algorithm. To overcome these hardware limitations,
the execution of the signature scheme cannot be offloaded as a
single monolithic black-box request. Instead, the algorithm has to
be segmented into smaller and manageable cryptographic steps.
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Figure 1: Architectural overview of the proposed RV-TEE
framework. The Runtime Verification (RV) monitor is de-
ployed within the Rich Execution Environment (REE).

The C++ middleware exposes just the high level functionality, so
that these segmented operations are invisible to the user.

This architectural segmentation not only makes the execution
feasible on the HSM but also provides a natural advantage for
runtime verification. We instrument the Rich Application (RA) by
selecting dedicated hooking points at the boundaries of these spe-
cific function calls. As the REE invokes each step of the segmented
ML-DSA process, these hooks seamlessly expose the execution flow,
feeding information directly to the runtime monitor.

3.1 Security Properties and Controlling
Capabilities
Many vulnerabilities in this domain stem not from communication
flows but from invalid parameters, improper randomness handling,
or the runtime manipulation of complex polynomial operations.
The properties described before can be synthesised in the fol-
lowing two macro categories:

e Parameter Validity: Ensuring that the cryptographic inputs
and parameters strictly adhere to the bounds defined by the
FIPS 204 [13] specification.

e Computational Integrity: Verifies that mathematical op-
erations are executed faithfully and without deviations, pro-
tecting the opacity of polynomial operations.

The security properties identified for ML-DSA operations repre-
sent the specific set of rules that our monitor must follow. However,
not all failures are created equal: a formatting error in a domain
string is a procedural flaw, whereas a mathematical anomaly in a
signature could signal a fault-injection attack aimed at exposing
parts of the private key.

To navigate these differences, we categorize each property by
its Severity. This metric represents the potential impact on the
system’s security if a property is violated, ranging from Critical
to Low, depending on the extent of the damage and the systemic
nature of the consequences.

In Table 1, we explore the most significant properties alongside
their impact and severity levels. The security properties evalu-
ated for the runtime monitor within the RV-TEE framework are
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specifically designed to address the unique challenges posed by
post-quantum digital signatures. They serve as a proactive defense
against known vulnerabilities and attacks targeting cryptographic
algorithms and primitives:

e P1 (Key Structure Validation): Before the Trusted Execu-

tion Environment (TEE) begins processing a cryptographic
key, the monitor verifies its structural integrity.
Impact (High Severity): This validation prevents an at-
tacker from supplying malformed or oversized keys, effec-
tively malicious payloads, designed to trigger parsing er-
rors, memory corruption, or Buffer Overflows within the
trusted core. By enforcing this property, the monitor may
block potential Remote Code Execution (RCE) attempts
at the ingestion stage. Although P1 is a vital defence against
implementation-level attacks, it focuses on the "form" of the
data; therefore, it does not inherently protect against higher-
level logical bypasses, such as the algorithmic flaws seen in
CVE-2022-21449 [14].

e P2 (Domain Separation): This property ensures that a dig-

ital signature generated for a specific purpose, such as a
software update, cannot be maliciously "replayed" or reused
in a completely different context. By binding the signature
to its intended scope, the monitor prevents an attacker from
lifting a valid credential from one domain and applying it to
another.
Impact (Medium Severity): While the underlying crypto-
graphic algorithm remains mathematically secure, a failure
here allows for Context Confusion Attacks[17]. An at-
tacker might capture a signature from a legitimate financial
transaction and resubmit it to bypass application logic in an
unauthorised different context. The system may erroneously
accept the signature as proof of intent for an action that the
signer never actually authorised in that specific domain.

o P3 (Infinity Norm Bounds): In lattice-based cryptography,

the coeflicients of a valid signature must strictly fall within
predefined boundaries. If an attacker injects a fault during
the signing process to bypass these checks, the resulting
anomalous signature can directly leak the private key, or
significant portions of it [8]. The monitor acts as a definitive
safety measure by inspecting the signature’s boundaries and
intercepting any malformed outputs before they leave the
secure environment.
Impact (Critical Severity): Even a single signature that
violates the infinity norm bound can leak enough informa-
tion to reconstruct the Secret Key. This allows an attacker
to forge any subsequent signature for that user, rendering
the cryptographic identity permanently compromised and
unsafe for further use.

o P4 (Verify-after-Sign): Even highly secure environments
can suffer from microscopic hardware issues or induced
computational faults, and to counteract this phenomenon,
the monitor may force a check: Once a signature is generated,
the system uses the corresponding public key to verify it
internally. If this verification fails, it immediately signals
that the internal arithmetic was somehow corrupted during
execution, generating an unsafe signature that should not
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be used. Impact (High severity): Without a validation, if
the HSM has been attacked or has glitched for any reason, it
may release a flawed signature that may not be verifiable or,
in a worst case scenario, can be exploited by an attacker to
try and retrieve part of the secret key used to sign.

Together, these properties define the perimeter of secure execu-
tion. The monitor does not observe prolonged state transitions but
constantly guards the validity bounds and execution integrity of
each individual set of operations.

Table 1: Monitored security properties for ML-DSA opera-
tions

ID  Property Severity  Enforceability

P1  ML-DSA key structures validated prior to TEE High Controllable
execution

P2 Pre-hash domain separation Medium  Controllable

P3  Signature infinity norm bounds verified before  Critical Controllable
release

P4 Mandatory Verify-after-Sign to detect TEE High Detectable

computation faults

4 Related Work

The transition to post-quantum cryptography has sparked a massive
amount of research. However, while the mathematical foundations
of these new algorithms are thoroughly scrutinised, their real-world
behaviour under execution remains a critical area of study.

4.1 The RV-TEE Framework

Our research is based directly on the RV-TEE framework originally
proposed by Vella et al. [15], which bridges the gap between soft-
ware monitoring and hardware isolation. By placing the runtime
monitor at the boundary of a trusted module, RV-TEE gains the
tamper-resistance of an HSM while maintaining the flexibility of
formal verification.

However, previous applications of the RV-TEE framework have
focused almost exclusively on session-oriented, interactive proto-
cols, such as TLS and SSH. These protocols rely heavily on state
machines and message sequencing. Our work addresses a distinct
gap in the literature by applying this architecture to a completely
different cryptographic paradigm: stateless, lattice-based digital
signatures. In this new context, the challenge is no longer about
tracking communication states, but rather about ensuring the abso-
lute integrity of complex polynomial arithmetic and strict parameter
compliance during isolated, atomic operations.

5 Conclusion and Future Work

In this paper, we adopted the RV-TEE framework to support post-
quantum digital signature operations, focusing on the ML-DSA
standard. Because this signature scheme is stateless by design, we
demonstrated that security monitoring can no longer rely on session
tracking; instead, it must evolve to ensure computational integrity,
parameter validity, and the faithful execution of lattice-based arith-
metic.

We are currently in the process of porting the ML-DSA algorithm
itself into a Hardware Security Module (HSM). In parallel, the prac-
tical implementation of the monitoring framework is underway.
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Crucially, this monitor resides outside the TEE, operating instead
within a high-trust middle layer of the Rich Execution Environment
(REE). This architectural choice is key for policy enforcement: by
intercepting and validating requests at the REE level, the monitor
acts as a proactive guardian preventing malformed inputs from ever
reaching the HSM, thereby shielding the trusted environment from
requests that could otherwise exhaust its limited memory or trigger
execution faults.

Once both components are fully deployed, our initial goal will
be to evaluate the monitor’s performance overhead when oversee-
ing these highly resource-constrained HSM operations. However,
beyond simply measuring execution time and memory footprint,
we aim to empirically test the framework’s resilience against some
forms of active threats.

Future work will involve subjecting the C++ middleware (Trusted
Application) to simulated Denial-of-Service (DoS) attacks. This will
allow us to verify that the monitor can accurately identify and
mitigate resource exhaustion attempts before they can impact the
HSM. Furthermore, our objective is to systematically relax the core
trust assumptions established in this paper, effectively shrinking
the trusted boundary and exposing the framework to a more hostile
real-world operational environment.
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